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Acronyms and Abbreviations
APrIGF  Asia Pacific Regional Internet Governance Forum 
B2B Business-to-Business 
B2C Business-to-Consumer 
CAA Consumer Affairs Authority
CCC Ceylon Chamber of Commerce
CPA Centre for Policy Alternatives 
DCS Department of Census and Statistics
DRP Department for Registration of Persons
EDB Export Development Board 
EGDI E-government Development Index (by UNDESA)
e-NIC Electronic National Identity Card 
ERP Enterprise Resource Planning
FOE Freedom of Expression
FNF Friedrich Naumann Foundation
GIS Geographic Information Systems
GSLI Global Services location Index 
HRCSL Human Rights Commission of Sri Lanka
ICCPR International Covenant on Civil and Political Rights 
ICT Information and Communications Technologies
ICTA Information and Communication Technology Agency
IG Internet governance
IOT Internet of Things
IPG Internet Payment Gateway 
ISP Internet Service Provider
IT-BPM Information Technology and Business Process Management 
ITU International Telecommunications Union
NBN National Backbone Network
NDI National Digital Identity
NGO Non-Governmental Organization
NPP National Payment Platform
POS Point of Sale
PRCCR Public Representations Committee on Constitutional Reform
RTI Right to Information
SME Small and Medium scale Enterprises
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Acronyms and Abbreviations
SMS Short Message Service (also known as text message)
TRCSL Telecommunications Regulatory Commission of Sri Lanka
UID Unique Identification Number (India)
UNCTAD United Nations Conference on Trade and Development 
UNDESA United Nations Department of Economic and Social Affairs
UNECC UN Convention on the Use of Electronic Communications in International Contracts 
UNESCO United Nations Educational, Scientific and Cultural Organisation
UNHRC United Nations Human Rights Council
UN-IGF United Nations Internet Governance Forum
URL Uniform Resource Locator (better known as website address)
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Digital transformation is 
a long term process. It 
describes the sum total of 
changes associated with 
the application of digital 
technologies in a society 

and economy. It opens up new 
opportunities to change existing 
socio-economic structures, legal 
and policy measures, business 
models, organizational patterns 
and cultural barriers. By managing 
this process well, a country 
can optimize on benefits while 
minimizing the adverse effects.

Sri Lanka’s digital transformation 
has been underway for many 
years. It commenced in the 
1980s when personal computers 
began entering offices and 
homes. It gathered pace after the 
introduction of mobile telephones 
in 1989 and commercial Internet 
services in 1995. The country was 
the first in South Asia to liberalize 
its telecom sector. Those reforms, 
initiated in the mid-1990s, ended 
the decades-long state monopoly 
and created a competitive market 
with multiple operators and 
necessary regulation.

By early 2017, Sri Lanka had more 
active mobile phone subscriptions 
than people (124 per 100 persons), 
and around 30% of the population 

Executive 
Summary

was using the Internet. As Internet 
is no longer confined to the cities 
or to those with English proficiency, 
as it was during the early years, the 
social transformation has gathered 
pace. The real game-changer is 
the spread of smartphones, the 
device through which a majority 
(over 75%) of the country’s 6 
million Internet users get online.

With the issues of basic 
connectivity and access slowly 
easing off, society now faces a 
more complex and nuanced set 
of post-connectivity challenges. 
These include improving digital 
literacy; enhancing locally relevant 
content; ensuring proper technical 
standards for web and digital 
applications; addressing gender 
disparities in digital technology 
and web use; safeguarding 
individual privacy and data 
protection online; enhancing 
cyber security at individual and 
institutional levels; and containing 
electronic surveillance.

How the state and society respond 
to these and other challenges 
determines the kind of information 
society we would evolve into. 
Policy makers, researchers, 
industry leaders and activists have 
a window of opportunity to make 
enlightened choices.
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What key challenges are posed 
by the spread of information and 
communications technologies 
(ICTs) in Sri Lanka? What new 
opportunities arise with the 
resulting digital transformation? 
How best can government, 
corporate sector, civil society 
and the academic community 
respond to these challenges and 
opportunities? Which government 
policies and public investments are 
needed to bridge the various digital 
divides and reap digital dividends? 
How can these be anchored in a 
framework of human rights?

Commissioned by Friedrich 
Naumann Foundation (FNF) 
Sri Lanka, this paper sets out 
to answer the above questions, 
and takes stock of the digital 
transformation process in Sri 
Lanka. Synthesizing information 
and perspectives drawn from 
many international and national 
sources, it offers some insights 
into how digital technologies are 
impacting three key areas, i.e. 
governance, market economy and 
human rights. 

Governance: Digital tools and 
web platforms are redefining 
how government and citizens 
engage each other. In 2016, 
Sri Lanka was ranked at No 50 

(among 193 countries) in the UN 
E-government Development Index 
(EGDI), indicating the growing 
sophistication of e-government 
services. At the demand end, 
citizens are using social media 
platforms to advocate for clean 
politics, and for critiquing politicians 
and political parties. Some use 
social media also to monitor 
election campaigns and election 
related violence. The paper 
offers brief analysis on the role of 
social media during key national 
elections in 2015, and where 
digital tools and web platforms 
figure in the on-going political 
reforms including the drafting of a 
new Constitution for Sri Lanka. 

Market economy: The networked 
economy, driven by digital tools 
connected by the Internet, has 
opened up whole new areas for 
entrepreneurship while disrupting 
long established business 
practices. The World Economic 
Forum’s Networked Readiness 
Index ranked Sri Lanka at No 63 
out of 139 countries assessed 
in 2016. Sri Lanka scored 
relatively high in terms of ICT 
skills, affordability, governmental 
ICT usage, and social impacts. 
At policy level, the government 
has identified telecommunication 
and digital infrastructure as 



11Digital Transformation in Sri Lanka: Opportunities and Challenges in Pursuit of Liberal Policies

two core areas that enhance 
economic development. The legal 
framework for a digital economy 
has improved significantly, but 
institutional arrangements are 
still lagging behind. For example, 
e-commerce faces significant 
operational obstacles due to 
regulatory issues. 

The report highlights the need 
for public trust in digital systems, 
which in turn depends on a sound 
regulatory framework as well as 
enhanced digital literacy of citizens. 
It is also necessary to promote 
and safeguard consumer rights in 
digital transactions.

Human Rights: In 2016 the 
UN Human Rights Council 
recognised that “the same rights 
that people have offline must also 
be protected online”. Growing 
concerns about data protection 
have opened up new debates on 
how the increasing digitalization 
of society is impacting human 
rights, especially citizens’ right to 
privacy. As more communications 
are carried out electronically, 
the scope for mass electronic 
surveillance by state agencies 
and technology companies keeps 
increasing. These underline the 
need for developing adequate 
policies, laws and regulations 

to balance digital dividends with 
the protection of human rights. 
The report specifically explores 
the challenges of freedom of 
expression online, right to privacy 
in digital environments, data 
protection, and how to cope with 
mass electronic surveillance. 
As case studies, the report 
looks at the rise of hate speech 
online and societal responses, 
a decade of experiences in web 
censorship in Sri Lanka, and 
the privacy concerns arising 
from the new electronic national 
identity card (eNIC) system and 
digital database of citizens. It 
also discusses regulating social 
media, and emphasizes that any 
attempt at social media regulation 
must entail the widest possible 
public discussion. 

The Internet was created to be 
an open platform, and to harness 
its best potential governments 
and citizens need to approach it 
with open minds and with a liberal 
outlook. The report says that 
moral panic and insular thinking 
are not a good basis for making 
sound policies, laws or regulations. 
Navigating the web and digital 
tools involves a careful balancing 
of personal and societal interests. 
Cautious engagement, not blind 
rejection, is the way forward.
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The Friedrich Naumann 
Stiftung Fur Die Freiheit 
(Friedrich Naumann 
Foundation for Freedom - 
FNF) occupies the liberal 
position in the pluralistic 

set up of the Political Foundations 
in Germany. The Foundation 
began its work in the South Asian 
Region with a country office in 
Colombo in the 1970’s and its 
focus has been to contribute to 
the islands socio economic and 
political development. 

Throughout its four-and-a-half-
decade long association with Sri 
Lanka, the foundation has partnered 
with civil society organizations, 
universities, think tanks, chamber 
of commerce and the business 

community as well as journalists, 
policy makers and other like-minded 
individuals and organizations. 

Through these partnerships, the 
organization has been able to 
engage in programs aimed at 
promoting and strengthening Good 
Governance, the Rule of Law 
and economic freedom as well as 
engaging in training activities and 
capacity building for future leaders 
who are committed to liberal and 
democratic values. 

In keeping with this sentiment, 
the foundation has found the 
need to subscribe to the digital 
trend overtaking the world 
to more widely engage with 
communities and therefore a 

Foreword
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great focus has been placed on 
the area of digital transformation. 
It is widely accepted that 90 
per cent of Germanys industry 
perceives digitization as a 
chance and not a problem!

Tom Lounibos wrote that “it is 
increasingly clear that we are 
at the beginning of a massive, 
disruptive digital transformation 
that is fundamentally changing the 
way we live, work and consume.” 

The government of Sri Lanka 
sees the importance of the said 
Digitization and has proclaimed 
that they too will be “Transforming 
to a Digital Government”. With this 
in mind, it is only inevitable that 
Friedrich Naumann Foundation Sri 

Lanka too wishes to be a part of 
the necessary change taking place.  

We have therefore taken the step 
to launch the publication on “Digital 
Transformation in Sri Lanka: 
Opportunities and Challenges”, 
which will assist us in our interest 
in the subject. Although this is in 
its conception stage right now, we 
hope to see it come in to fruition 
as we too take steps to enter the 
new age of transformation that 
has dawned as this area will be a 
cross-cutting theme implemented 
throughout our three focal areas. 

Through this we hope to see 
greater reach of our projects and 
wider acceptance and interest 
raised in these vital issues.  

Sagarica Delgoda
Representative
FNF – Sri Lanka

Colombo, 15 November 2017
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“Computing is not about computers 
any more. It is about living,” 
said Nicholas Negroponte, 
founder and Chairman Emeritus 
of Massachusetts Institute of 
Technology's Media Lab, in his best-
selling book Being Digital (1996).1  

He added: “Like a force of 
nature, the digital age cannot be 
denied or stopped. It has four 
very powerful qualities that will 
result in its ultimate triumph: 
decentralizing, globalizing, 
harmonizing, and empowering.”

During the past two 
decades, many 
of his predictions 
and speculations 
have come true, 
thanks to rapid 

advances in computers and 
telecommunications (now 
integrated through the global 
Internet). However, going digital 
does not happen overnight: 
societies and economies 
transition from analogue 
to digital in a gradual and 
incremental manner. It can 
take years or even decades 
for this process to be completed. 
While this switch is underway, 
elements of both analogue and 
digital systems can co-exist and 
complement one another.

Such is the status of the digital 
transformation in Sri Lanka which 
is briefly surveyed in this paper. 
Commissioned by Friedrich 
Naumann Foundation (FNF) Sri 
Lanka, it offers some insights into 
the incremental spread of digital 
technologies and their impact in 
governance, business and society 
at large. 

What key challenges are posed 
by the spread of information and 
communications technologies 
(ICTs)? What new opportunities 
arise with the resulting digital 
transformation? How best can 
government, corporate sector, 
civil society and the academic 
community respond to these 
challenges and opportunities? 
Which government policies and 
public investments are needed to 
bridge the various digital divides 
and reap digital dividends?

These questions are briefly 
explored, and particular attention 
is given to three important sectors: 
governance, market economy and 
human rights. 

1. https://www.wired.com/1995/02/
negroponte-27/
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The two terms ‘digitization’ 
and ‘digitalization’ 
are often used 
interchangeably, but they 
represent two successive 
stages in the digital 

transformation ‘maturity ladder’2. 

It is helpful to clarify what each 
term actually means.

 Digitization is the automation 
of existing manual or paper-
based processes, enabled by 
the digitization of information. 
This material process converts 
individual analogue streams 
of information into digital bits. 
When we hear people say 
“we have digitized”, most of 
the time they mean “we have 
moved from paper to digital data 
and from manual processes, 
which were about dealing with 
paper, to digital and automated 
workflows and processes.”3 

 Digitalization, on the other 
hand, has both symbolic and 
material dimensions. It is the 
way in which many domains 
of social and economic life 
are restructured around digital 
communication and digital media 
infrastructures.4 It also refers to 
the ongoing adoption of digital 
technologies across all possible 

2.1 
Digitization and 
digitalization

societal and human activities.5 

Digitalization is more about 
systems of engagement and 
systems of insight, leveraging 
digitized data and processes.

2.  https://www.i-scoop.eu/digitization-
digitalization-digital-transformation-
disruption/ 

3.  Digitization, digitalization and digital 
transformation: the differences. 
https://www.i-scoop.eu/digitization-
digitalization-digital-transformation-
disruption/ 

4.  Digitalization and Digitization. Scott 
Brennen and Daniel Kreiss. September 
2014. http://culturedigitally.org/2014/09/
digitalization-and-digitization/ 

5.  Op cit 1
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Digital transformation is a 
more long term process. 
It means the sum total 
of changes associated 
with the application of 
digital technologies in 

all aspects of society. Digitization 
has enabled the process of 
digitalization, which in turn has 
led to stronger opportunities to 
transform and change existing 
business models, socio-economic 
structures, legal and policy 
measures, organizational patterns 
and cultural barriers.6 

Brian Solis, principal analyst 
at Altimeter Group that 
monitors digital trends, defines 
digital transformation as “the 
realignment of, or new investment 
in, technology, business models, 
and processes to drive new value 
for customers and employees and 
more effectively compete in an 
ever-changing digital economy.”7 

While many see digital 
transformation as being largely 
technology-centric, Solis 
believes it is more than just 
“digital.” It is also about change 
and change management in all 
aspects of society.

Digital technologies have disrupted 
various industries ranging from 

2.2 
Digital 

transformation

6. https://en.wikipedia.org/wiki/Digital_
transformation 

7. The six stages of digital transformation. 
Brian Solis. 23 January 2017. http://
www.briansolis.com/2017/01/definition-
of-digital-transformation/ 

Digital
Transformation

Digitalisation

Digitisation

Figure 1
Digitization, Digitalization and 
Digital Transformation as parts of 
an incremental process
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news media and entertainment to 
banking and transport. At the same 
time, digital transformation is an 
evolutionary process that unfolds 
at different paces in different 
sectors and societies. A survey 
by the global consulting company 
Mckinsey & Co in early 2017 noted 
how, on average, industries are 
less than 40% digitized, despite the 
relatively deep penetration of these 
technologies in media, retail, and 
high tech.8 

8. http://www.mckinsey.com/business-
functions/digital-mckinsey/our-insights/
the-case-for-digital-reinvention
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An information society 
is a society where the 
creation, distribution, 
use, integration 
and manipulation 
of information is a 

significant economic, political and 
cultural activity.

Sri Lanka started adopting digital 
technologies in the late 1980s, 
and the digitalization processes 
continue today with increasing 
societal and economic impacts. 
The country was the first in South 
Asia to liberalize its telecom sector. 
These reforms, initiated in the 
mid-1990s, ended the decades-
long state monopoly and created 
a competitive market multiple 
operators and necessary regulation. 

From then on, private sector 
investments – both local and 
foreign – have driven growth and 
new technology adoption. Sri 
Lanka was the first in South Asia to 
commence mobile phone services 
(in June 1989)9 and to introduce 
commercial Internet connectivity 
(April 1995).10 

According to the telecom 
industry regulator, the 
Telecommunications Regulatory 
Commission of Sri Lanka 
(TRCSL), the following numbers 

of competitive service providers 
were licensed by June 201711:

9. Mobile Revolution. Nalaka 
Gunawardene. Echelon 8 August 
2014. http://www.echelon.lk/ipg/
mobile-revolution/ 

10. Internet in Sri Lanka: First Five Years. 
Readme.lk 28 April 2015

 http://www.readme.lk/internet-sri-
lanka-beginnings/ 

11. http://www.trc.gov.lk/2014-05-13-03-
56-46/statistics.html
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Some market consolidation is 
taking place in certain sectors, but 
overall the country has come a 
long way since the state telecom 
company had total monopoly over 
all services.

Category of Service Number of
 licensees 
Fixed Access Telephone service 3
Cellular Mobile Telephones 5
Data Communications (Facility based) 2
Data Communications 6
(Non-facility based & Internet Service Providers
Trunk Mobile Radio 1
International Telecommunication Operators 7
Direct-to-Home Satellite Broadcasting Service 4
Cable TV Distribution Network 4
Satellite Services 1
Infrastructure Services 1
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3.1 
Proliferation of 
mobile phones

By early 2017, Sri Lanka 
had more active mobile 
phone subscriptions 
than people (124 per 
100 persons) according 
to TRCSL data. This 

proliferation is largely due to 
low tariffs sustained through 
the competition of five mobile 
operators. The World Development 
Report 2016 showed (using 2014 

data) how six of the 10 cheapest 
countries to use a mobile phone 
were in South Asia, where the cost 
of ownership was typically below 
US$5 a month: among them, Sri 
Lanka was ranked at the lowest 
end.12 [See Figure 2: Growth of 
mobile phone ownership in Sri 
Lanka]
Meanwhile, the fixed phone use 
is now in decline. The number of 

12. World Development Report 2016: 
Digital Dividends. World Bank. http://
www.worldbank.org/en/publication/
wdr2016
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fixed phone subscriptions peaked 
in 2011 with 3,608,392, and has 
since then been reducing by 
sizeable numbers each year. By 
June 2017, there were 2,514,154 
fixed phones in use, which shows 
that close to a million subscribers 
had given up their fixed phones 
since 2011. [See Figure 3: 
Rise and fall of fixed telephone 
ownership in Sri Lanka]
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There is no slowing down 
of Internet use growth, 
however. It took 17 
years for the number of 
Internet subscribers to 
pass 1 million (in 2012). 

Since then, growth has been much 
faster. By June 2017, the TRCSL 
reported a total of 1,060,529 
fixed Internet subscriptions (both 
narrowband and broadband), 
and another 4,418,799 mobile 
broadband subscriptions. This 
produced a total of 5,479,328 

Internet subscriptions in the 
country. As some accounts are 
used by more than one person, 
it can be assumed that at last 
around 30% of the population 
(6.25 million) were regularly using 
the Internet in Sri Lanka by June 
2017. [See Figure 4: Growth of 
Internet subscriptions in Sri Lanka 
since 1996]

Notably, Internet use is no longer 
confined to the cities or to those 
with English proficiency as it 

3.2 
Growth of Internet use

Figure 4
Growth of Internet subscriptions in Sri Lanka 
(since	1996)

Source: Telecom Regulatory Commission statistics
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was during the early years of 
connectivity. Today, there is a 
great deal of locally relevant 
content being generated and 
consumed in Sinhala and Tamil 
languages, especially on social 
media platforms, blogs and other 
websites. Such local language 
penetration of Internet use has 
implications towards creating a 
vibrant information economy and 
digital society.

Some users of these digital 
tools are ‘information multipliers’ 
with their own online and offline 
audiences – these include 
journalists, teachers, students 
and social activists. As such, the 
Internet casts a larger ‘shadow’ 
on Lankan society that extends 
well beyond the 30% of population 
who actually use it to access 
information and opinions.

Everyone who goes online does 
not use social media, but many 
do. Facebook is the most popular 
social media platform in Sri 
Lanka, with the total user number 
exceeding 5 million by end 2016.13  
Other social media platforms 
such as Twitter, Instagram and 
Snapchat have significantly 
smaller user numbers, but are also 
becoming popular.

Figure 5 offers a digital snapshot 
of Sri Lanka as at January 2017.

Figure 6 shows at a glance the 
annual digital growth in Sri Lanka, 
as at January 2017.

13. http://www.digitalmarketer.lk/internet-
usage-statistics-in-sri-lanka-2016-
updated.html 
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Image courtesy: We Are Social

Image courtesy: We Are Social

Figure 5
Digital snapshot of Sri Lanka 2017

Figure 6
Annual digital growth in Sri Lanka
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The real game-changer in Sri 
Lanka’s march towards an 

information society has been 
the spread of smartphones, 
the device through which a 
majority (over 75%) of the 
country’s 6 million Internet 
users get online. 

Nobody knows for sure just 
how many smartphones 
are in circulation as import 
statistics are skewed by 
overseas travelers carrying 
in undeclared units. One 
2016 estimate placed 
it at around four million 
smartphones: low end 

devices cost around USD 40 
upward. 

As one industry watcher 
put it in late 2016, “One of 
the major aspects that have 
enriched and enhanced in Sri 
Lankans’ lifestyle is the easy 
accessibility to the internet 
via smartphones and other 
technological devices. It plays 
an integral part in our day to 
day life by facilitating us with 
mobile banking, bill payments, 
and online shopping.” [https://
www.extreme-seo.net/internet-
penetration-in-sri-lanka-2016/
research/]

Box 1

Smartphones as Game-changer
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Digital literacy has 
become much more 
than the ability to handle 
computers – just like 
traditional literacy and 
numeracy, it comprises 

a set of basic skills which include 
the use and production of digital 
media, information processing and 
retrieval, participation in social 
networks for creation and sharing 
of knowledge, and a wide range of 
professional computing skills.14

There is not yet an effort to 
measure digital literacy in Sri 
Lanka. However, the Department 
of Census and Statistics (DCS) has 
been measuring computer literacy 
for over a decade. 

The Department defines computer 
literacy as the ability to operate 
a computer on one’s own, 
irrespective of age. The computer 
literate population is expressed as 
a percentage of the total population 
aged 5 to 69 years.

The 2016 survey on computer 
ownership and literacy in Sri 
Lanka found that 21.6% of 
households owned at least one 
desktop or laptop computer 
(35.4% households in urban 
sector and 19.6% in rural/estate 
sectors). The same survey found 

that 27.6% of the population was 
computer literate.

From the 2016 survey, the 
Department has also started 
measuring digital literacy, where a 
person (aged 5 - 69) is considered 
as digitally literate if s/he could 
use a desktop computer, laptop 
computer, tablet or smartphone on 
his/her own. The digital literacy rate 
for the whole population was found 
to be 33.8% (males 36.7% and 
females 31.2%).

“Digital literacy is higher 
than computer literacy for all 
disaggregated levels, showing the 
drift from personal computer to 
smartphones/tablets,” the survey 
report noted.15

3.3 
Measuring digital 
literacy

14. ‘Digital Literacy in Education’ 
policy brief by UNESCO Institute 
for Information Technologies in 
Education, 2011. http://iite.unesco.org/
publications/3214688/

15. Computer Literacy Statistics – 2016. 
Department of Census and Statistics. 
http://www.statistics.gov.lk/education/
ComputerLiteracy/Annual%20
BuletinComputerLiteracy-2016.pdf
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This change of surveying 
methodology begins to address 
a concern that has been raised 
for several years by researchers 
including those at the independent 
ICT think tank LIRNEasia. 

Reacting to preliminary results of 
the DCS 2016 computer literacy 
survey in April 2017, LIRNEasia 
chair Dr Rohan Samarajiva wrote: 
“The questions that are being 
asked are obsolete and no longer 
capable of capturing changes 
in the phenomenon. From our 
surveys and qualitative research 
in the region (last time we did a 
survey in Sri Lanka was in 2011), 
we know that smartphones are the 
device used by most people at the 
bottom of the pyramid to connect to 
the Internet. Data from Facebook, 
Google, etc., confirm that they get 
most traffic from mobile devices 
in our countries. The wording in 
the survey questions misses this 
transformation completely…”16

16. The last computer literacy survey in Sri 
Lanka? LIRNEasia blog, 4 April 2017.

 http://lirneasia.net/2017/04/the-last-
computer-literacy-survey-in-sri-lanka/

Box 2

Digital Literacy: 
An umbrella 

concept

Digital literacy is an umbrel-
la concept for important 

skill clusters whose names 
are often used as synonyms; 
their content, however, is not 
exactly the same. 
ICT literacy refers to a set of 
user skills that enable ac-
tive participation in a society 
where services and cultural 
offerings are computer-sup-
ported and distributed on 
the internet. Technological 
literacy (previously called 
computer literacy) entails 
a deeper understanding of 
digital technology and com-
prises both user and technical 
computing skills. Information 
literacy focuses on one of the 
key aspects of our Knowl-
edge Society: the ability to 
locate, identify, retrieve, pro-
cess and use digital informa-
tion optimally.

[Source: http://www.ictliteracy.
info/ as cited by UNESCO]
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The government has begun 
addressing digital literacy 
challenges especially in 
the education sector.

In 2017, the Ministry 
of Education started introducing 
‘cloud smart classrooms’ – a 
concept where not only information 
technology but other subjects are 
also taught using digital tools.17

The government has announced 
plans to provide all high school 
(Advanced Level) students in the 
country (around 175,000), along 
with 28,000 teachers, with their 
own tablets. The 2017 budget 
allocation for the Ministry of 
Education included LKR 10 billion 
for digital infrastructure.

However, some experts have 
questioned whether providing 
mobile devices to all high school 
students is backed by sufficient 
research and strategy. As Dr Sujata 
Gamage, a researcher on ICTs 
in education, asked in November 
2016: “Has the Government 
thought through the outcomes of 
distributing tabs free of charge? 
First, is there sufficient education 
content for these tabs? Grade 12-
13 in our school systems is a time 
when teachers struggle to ‘cover’ 
a heavy curriculum and students 
invariably seek help outside. Does 

the Ministry have content which 
can compete with what tuition 
masters provide?”

She recommended as follows: 
“The better strategy would be to 
use the 2017 Budget allocation to 
try out several approaches, look 
for ways to allow more choice for 
youth and parents and schools, 
see how tabs or other devices are 
used and then develop a strategy. 
It would be gross negligence on 
the part of the Government to 
distribute devices without knowing 
the expected mode of use or the 
intended outcome.”18

17. Cloud Smart Classrooms: 
Revolutionising Classroom Teaching. 
Sunday Observer. 8 October 2017. 

 http://www.sundayobserver.
lk/2017/10/08/features/cloud-smart-
classroom-sri-lanka-revolutionising-
classroom-teaching 

18. Can tabs do what PCs or bricks 
could not do for education? Dr Sujata 
Gamage. Daily FT, 16 November 
2016. 

 http://www.ft.lk/article/580369/Can-
tabs-do-what-PCs-or-bricks-could-not-
do-for-education

3.4 
Promoting digital classrooms: 
Asking the right questions
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By 2017, Sri Lanka has 
had mobile telephone 
services for 28 years, 
and commercial Internet 
services for 22 years. 
The early years were 

dominated by concerns of 
connectivity and basic access. 
As these factors ease off across 
socio-economic groups and as 
the urban-rural digital disparities 
gradually recede, society now 
faces a more complex and 
nuanced set of challenges.

These post-connectivity challenges 
include the following: 

 Improving digital literacy 
which must include social 
media literacy;

 Enhancing locally relevant 
content whose share has 
been increasing in terms of 
local languages (but still needs 
greater diversity and better 
accommodation of niche interests);

 Ensuring proper technical 
standards for web and digital 
applications, especially where 
Sinhala and Tamil fonts are 
concerned (e.g. many in the 
printing community use Sinhala 
fonts that are not UNICODE 
compatible);

 Addressing gender disparities 
in digital technology and web 
use (with surveys showing 
significantly less women and 
girls using them)19

 Safeguarding individual privacy 
and data protection online, which 
needs legislative and regulatory 
responses consistent with 
international standards; 

 Enhancing cyber security at 
both individual and institutional 
levels to safeguard against rising 
incidents of security lapses and 
hacking attempts 

 Containing state-sponsored 
cyber surveillance of citizens’ 
private communications via 
email and chat applications, 
with appropriate judicial 
oversight where surveillance 
is warranted for crime 
investigations or specific 
national security purposes.

19. ICT for Development: Why Sri 
Lanka Needs to Address the 
Gender Digital Divide.  Anarkalee 
Perera. IPS Talking Economics, 
23 August 2016. http://www.ips.lk/
talkingeconomics/2016/08/23/ict-for-
development-why-sri-lanka-needs-to-
address-the-gender-digital-divide/
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How the state and society respond 
to these and other emerging 
challenges determines the kind of 
information society we evolve into. 
Policy makers, researchers, industry 
leaders and activists have a window 

of opportunity to make enlightening 
choices and careful tradeoffs. 

As such, the period 2015 to 2025 
will be critical in shaping Sri 
Lanka’s digital transformation.

Cartoon by Dharshana Karunathilake
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There is no single path, 
quick fix or ‘magic wand’ 
for achieving good 
governance in a country, 
organisation or company. 
In reality, it takes many 

players and inputs that need to 
be sustained over time. Good 
communications -- both internal 
and public -- is an important 
ingredient that helps create better 
governed entities and societies.

Adequate and transparent 
communication structures and 
processes are needed for a State 
to meet its governance obligations 
and to be responsive to public 
expectations. Modern democratic 
governance calls for a two-way 
exchange of information and 
opinions between citizens and 
the State. Such communication 
also allows citizens to monitor and 
critique State activities, to engage 
policy makers on current issues, 
and to influence political outcomes.
 
As ICTs spread, more platforms 
and methods are becoming 
available for governments and 
citizens to engage one another. 
This, in turn, redefines relationships 
between citizens, organizations 
and public institutions, and 
expands opportunities for political 
participation.

In this section, we briefly explore 
two key aspects of digital 
transformation that directly 
impacts governance. The first, 
e-government, is supplied by 
governments with a view to 
enhancing delivery of citizen 
services, and for engaging citizens. 
The second, social media, is a 
citizen driven phenomenon that is 
now having tangible implications 
for democratic governance.
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There are several 
definitions for 
e-government. The United 
Nations has defined 
it as "the employment 
of the Internet and the 

World Wide Web for delivering 
government information and 
services to the citizens."20 

E-government encourages citizen 
participation in the decision-making 
process, and makes governments 
more accountable, transparent 
and effective. Through innovations 
in e-government, it is generally 
agreed, public administrations can 
be more efficient, provide better 
services and respond to demands 
for transparency and accountability.  

To measure the development of 
national e-government capacities, 
the UN Department of Economic 
and Social Affairs (UNDESA) 
biannually compiles the UN 
E-government Development Index 
(EGDI). It is a composite indicator 
that consists of three indices 
(provision of online services, 
telecommunication connectivity, 
and human capacity) that are 
equally weighted.21

Among the 193 member states 
of the UN, Sri Lanka ranked 50th 
on the EGDI 2016 (with the top 

5.1 
E-government

20. https://publicadministration.un.org/
egovkb/en-us/About/UNeGovDD-
Framework#whatis 

21. UN E-Government Index 2016. https://
publicadministration.un.org/egovkb/
en-us/reports/un-e-government-
survey-2016 

22. http://www.sundaytimes.lk/110130/It/
it01.html

five positions occupied by the UK, 
Japan, Australia, South Korea and 
Netherlands respectively, with China 
ranked at No 22 and India, No 27). 

It has taken over a decade of 
efforts and substantial investment 
of public and donor funds for Sri 
Lanka to reach this point. Re-
engineering government for using 
ICTs to deliver citizen services 
was a key strategy of the e-Sri 
Lanka project launched in 2003.22  
The project ended in 2009, but 
the ICT Agency (ICTA) it helped 
set up is tasked with promoting 
e-government at all levels.

On the supply side of 
e-government, many services are 
being expanded. A new national 
data centre is being planned by 
ICTA in 2017. When operational, it 
will gather data that has until now 
been separately maintained by 
institutions such as registering 
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people, immigration and 
emigration, elections, census 
and statistics, and pensions. 
ICTA believes “a totally 
integrated e-government system 
would cut waste and create 
greater efficiencies on all levels 
of society”.23

The UN E-Government 
Survey 2016 shows that 

digital technologies — the 
Internet, mobile phones, and all 
the other tools to collect, store, 
analyze, and share information 
digitally — are being 
increasingly used by countries. 
Governments are adapting 
e-government services for 
mobile platforms, providing 
public sector field workers 
access to mobile applications, 
enabling smart/flexible working 
and delivering citizen services 
anytime, anywhere.

The report also identifies key 
trends. Among them: evolution 
towards integrated public 
services online through one-
stop platforms; making data 

available online for free (also 
known as Open Public Data) 
that allows citizens and civil 
society groups to reuse and 
remix them for any purpose.

It notes how combining open 
data with new technologies like 
Big Data analytics, the Internet 
of Things (IOT), and geographic 
information systems (GIS) holds 
the potential to transform the 
way public policy is formulated, 
implemented and monitored.

Source: http://www.unpan.org/
Library/MajorPublications/UNE
GovernmentSurvey/Public
EGovernanceSurveyinthe
News/tabid/651/mctl/Article
View/ModuleId/1555/articleId/
51683/Default.aspx

Box 3

E-Government continues to evolve

23. Plan in place to improve services 
and expand access in Sri Lanka's 
ICT sector. Oxford Business Group 
Sri Lanka Report 2017. http://www.
oxfordbusinessgroup.com/overview/
next-connection-plan-place-improve-
services-and-expand-access 
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On the demand side, 
e-participation by 
citizens in governance 
is expanding worldwide. 
With growing access 
to social media, 

an increasing number of 
countries now use networking 
opportunities to engage with 
people and evolve towards 
participatory decision-making. 

In Sri Lanka, the most notable 
trend is how citizens are using 
social media platforms for 
advocacy for clean politics, and for 
critiquing politicians and political 
parties. Some use social media 
also to monitor election campaigns 
and election related violence.

In August 2013, economist turned 
Parliamentarian Dr Harsha de 
Silva spoke on the social media’s 
influence on governance at 
an international conference in 
Colombo. According to him, the 
level of social media use depends 
on how open and transparent a 
government is -- and wants to 
be. Another factor is how much 
governments are willing to learn.24

  
In his view, social media platforms 
like Facebook and YouTube 
should not be seen as ‘obstacles 
that are tolerated’. Government 

5.2 
Citizen participation 

in governance

24. https://prezi.com/booipc_alx74/
the-influence-of-social-media-on-
governance/ 

at all levels must integrate social 
media platforms in policy making 
as: tools to gather information; 
prioritize alternatives; pilot possible 
variations; and to improve policy 
through feedback and discussion.

The UN E-Government Survey 
2016 concurs with this view. It 
notes how citizens’ e-participation 
depends on “strong political 
commitment, collaborative 
leadership, vision and appropriate 
institutional frameworks that 
ensure structured ways of 
engaging people”. E-participation 
also requires capacity development 
and training programmes for 
government leaders, public officials 
and civil society activists. This 
needs to include building digital 
literacy among vulnerable groups.
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Evidence on how social media 
influences governance is still 

emerging. Initial assessments 
have identified the following ap-
plications: 

 Political participation: 
Governments are increasingly 
providing formal online channels 
for citizens to comment on new 
policies, petition for change, or 
report on public sector lapses. 
(However, many Lankan 
government websites are not 
very interactive).

 Advocacy and activism: 
Individual citizens and civil 
society groups use social 
media to organise themselves 
for advocacy, activism or 
protest in the public interest 
on a broad range of topics 
and issues. Some political 
parties and governments are 
also turning to social media for 
promoting certain policies or self-
promotion.

 Transparency and 
accountability: Citizens 
use social media to track 

government projects and 
budgets, critique performance 
of public officials and demand 
governments to respond.

 Peace-building: Social media 
are being used to monitor 
violence (crime, terrorism or 
warfare), which can ultimately 
contribute to peace-building 
(although the same platforms 
can also be used to spread 
hatred).

 Corporate conduct: 
Companies are using social 
media to enhance their own 
transparency and improve 
customer communications, 
as well as to create new 
forms of leadership. Activists 
and ordinary consumers, 
meanwhile, use the same 
platforms to hold companies to 
account.

Adapted from: Browne, Evie. 
“Social media and governance” 
- a synthesis of studies. GSDRC 
Applied Knowledge Services. 28 
January 2015. http://www.gsdrc.
org/docs/open/HDQ1191.pdf

Box 4

Social Media and Governance
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How far and wide the 
digital technologies impact 
Lankan society was 
demonstrated by their use 
during two key national 
elections in 2015. 

Analyzing social media use by 
candidates, political parties and 
democracy activists, I argued that 
the Presidential Election on 8 
January 2015 could be regarded 
as Sri Lanka’s first ‘cyber election’. 
In particular, social media based 
democracy activists played a key 
role during the election campaign 
period and their work was probably 
a decisive factor in the ensuing 
peaceful regime change.25 

As I wrote in the aftermath of 
the Presidential election: “Social 
media platforms, typically used 
for everyday chatter or digital 
content swapping, provided a vital 
space for opinion leaders such 
as activists, artistes, university 
dons and public intellectuals 
to  network, collaborate, and 
disseminate political information. 
Easy-to-use digital tools (especially 
smartphones) allowed citizens 
to initiate and engage in many 
public conversations on burning 
issues like racial and religious 
harmony, militarization, large scale 
corruption, declining rule of law, 

5.3 
Impact of social media 

on elections

25. Was #PresPollSL 2015 Sri Lanka’s first 
Cyber Election? Nalaka Gunawardene. 
Groundviews.org, 13 January 2015. 
http://groundviews.org/2015/01/13/
was-prespollsl-2015-sri-lankas-first-
cyber-election/ 

26. Adapted from original Sinhala writing 
appearing at http://www.w3lanka.com/

lack of media freedom and state of 
the economy.”  

Others have expressed similar 
views. Ajith Perakum Jayasinghe, 
a leading blogger and political 
commentator, said at the time: 
“Over 80% of our youth is 
computer literate – many have 
smartphones and regularly 
log in to social media. Political 
content they absorb from online 
sources spreads fast to (offline) 
communities in villages.”26

Surveys indicated how the media 
was citizens’ primary source of 
information during the election 
period. The highest consumed 
media was television, while 
the Internet came in second. 
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Newspapers were third and the 
radio was the last.27

These trends continued and, in 
fact, became more pronounced 
during the General Election in 
August 2015. Social media was 
widely used not only by political 
parties and their candidates, 
but also by many citizen groups 
– for example, to encourage 
all registered voters to turn up 
and cast their vote for a party 
or candidate of their choice. 
There were other groups and 
individuals who used social media 
for spreading public interest 
messages during election time. 
Notable among them were the 
March 12 Movement for Clean 
Politicians (a broad alliance of 
many civil society groups), and 
the Vote for Women campaign 
(#VoteWomenSL) undertaken by 
several advocacy organisations.28

Although there have been 
serious levels of malgovernance 
in Sri Lanka in recent years, 
the build-up on social media 
platforms during the Presidential 
and General Elections in 2015 
showed that Lankan citizens 
have sufficient maturity to 
use ICTs and other forms of 
social mobilization for a more 
peaceful call for regime change. 

Channeling this civic energy into 
lasting governance reforms is the 
next challenge.

27. Polls & Social Media During the 
January 8th Electioneering Process. 
By Ranga Kalansooriya. Colombo 
Telegraph, 20 March 2015 

 https://www.colombotelegraph.com/
index.php/polls-social-media-during-
the-jan-8th-electioneering-process/ 

28. Sri Lanka Parliamentary Election 
2015: How did Social Media make a 
difference? Nalaka Gunawardene. 
Groundviews.org 3 September 2015. 

 http://groundviews.org/2015/09/03/
sri-lanka-parliamentary-election-
2015-how-did-social-media-make-a-
difference/
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The President and 
Government elected 
through separate 
elections in 2015 have 
embarked on a series 
of political reforms. 

Some reforms were introduced 
through the Amendment to the 
current Constitution passed by 
Parliament in April 2015. These 
included reducing certain powers 
of the presidency, adding the right 
to information to the fundamental 
rights of all citizens, and setting up 
a Constitutional Council along with 
several independent commissions.29  

The process of drafting a new 
Constitution is currently underway. 
For several months, a government 
appointed Public Representations 
Committee on Constitutional 
Reform (PRCCR), a group of 20 
civil society activists and public 
intellectuals to gather public 
opinions from direct consultations 
as well as through written 
submissions. The Committee 
released its report by May 2016.30  
In March 2016, Parliament 
adopted a resolution that created a 
representative body known as the 
Constitutional Assembly whereby 
all 225 Members of Parliament sit 
as a committee for the purpose of 
drafting a Constitutional Proposal. 
This process is currently underway.

5.4
Using digital tools for 

political reforms

29. For a discussion of changes introduced 
by the 19th Amendment, see: https://
www.cpalanka.org/wp-content/
uploads/2015/05/A-Brief-Guide-to-the-
Nineteenth-Amendment.pdf 

30. http://www.constitutionnet.org/sites/
default/files/sri_lanka_prc_report-
english-final.pdf 

31. http://www.ft.lk/article/519673/PM-sets-
record-straight-on-new-constitution 

In January 2016, Prime Minister of 
Ranil Wickremesinghe described 
his vision for the new constitution-
making process as “inclusive, 
transparent and in line with 
election pledges”. He said the 
process “will seek the views of 
all political parties”. He called “on 
the youth of the country to get on 
social media and tell what they 
think — for this is a constitution 
made for the future.”31

Responding to this, I wrote 
an assessment of how the 
government could imaginatively and 
systematically use social media for 
this noble purpose. Recalling the 
experience of Iceland, which was 
the world’s first country to ‘crowd-
source’ a new Constitution during 
2011 to 2013, I noted how online 
platforms and social media can help 
widen the process. 
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I highlighted two key benefits. 
Firstly, what is presented via social 
media is open, which enables other 
citizens to discuss and debate 
such ideas among themselves. (To 
streamline this, early on we agreed 
on using a common hashtag: 
#NewConstLK). Secondly, the 
Lankan diaspora of over 2 million 

persons of all ethnic groups can 
contribute ideas and specific 
suggestions from wherever in the 
world they are.32

Despite such good intentions, 
online engagement of citizens on 
the new Constitution has been 
ad hoc and patchy so far. The 
Constitution Assembly’s official 
website collates useful historical 
and current information, but does 
not allow citizens to comment 
or discuss on the website.33 Its 
social media accounts have failed 
to gain traction. Meanwhile, the 
PRCCR’s official website at http://
www.yourconstitution.lk/ is no 

“The government needs to 
adopt a systematic method 
to study, categorize and distil 
the essence of what is sug-
gested. And that must happen 
across English, Sinhala and 
Tamil languages. Not all ideas 
from citizens may be relevant 
or feasible, but there needs 
to be intellectual rigour and 
integrity in how the whole pro-
cess is managed. All along, it 
needs to be transparent and 
accountable. ICTs, combined 
with men and women of hon-
our, can make this happen.”

-	 From	“Crowd-sourcing	a	
New Constitution for Sri 
Lanka: Mind the Gaps!” 
by Nalaka Gunawardene. 
Groundviews.org 19 
January	2016

32. “Crowd-sourcing a New Constitution 
for Sri Lanka: Mind the Gaps!” by 
Nalaka Gunawardene. Groundviews.
org 19 January 2016. 

 http://groundviews.org/2016/01/19/
crowd-sourcing-a-new-constitution-for-
sri-lanka-mind-the-gaps/ 

33. http://english.constitutionalassembly.lk/
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34. However, it has been preserved online 
by citizen archivist Sanjana Hattotutwa 
at: 

 https://sitesatrisksl.wordpress.com/
category/your-constitution/ 

longer accessible online (as at 10 
November 2017).34

It must be acknowledged 
that the current process of 
Constitutional drafting has been 
more consultative than anything 
Sri Lanka has ever experienced 
before. Yet, as things stand 
in late 2017, the initial hopes 

of ‘crowdsourcing’ the new 
Constitution – including through 
online means – have not been 
realized.

Figure 7
Constitutional	Assembly	official	website	home	page,	http://english.
constitutionalassembly.lk as at 10 November 2017
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Figure 8
Website of www.yourconstitution.lk is no longer accessible online in November 2017
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The networked economy, 
driven by digital tools 
connected by the 
Internet, has opened 
up whole new areas 
for entrepreneurship 

while disrupting long established 
business practices. As such, digital 
transformation presents both 
opportunities and challenges.

As it pursues economic recovery 
and economic reforms following 
the civil war, Sri Lanka can 
optimize on emerging digital 
opportunities through progressive 
policies and innovation by public 
and private sectors.

As noted in the Central Bank of 
Sri Lanka’s Annual Report 2016 
(which serves as a state of the 
economy report): “The government 
has identified telecommunication 
and digital infrastructure as two 
core areas that enhance digital 
ecosystems and economic 
development. The widespread use 
of ICT stimulates inclusive growth 
and job creation, especially by 
empowering the self-employed 
and small enterprises. Improved 
access to telecommunication 
services enables individuals to 
access the market through digital 
modes of marketing, thereby 
increasing income and profits 

while reducing transaction costs. 
Further, digital infrastructure can 
offer work opportunities for people 
who generally face obstacles to 
work outside of their homes, due to 
geographical remoteness, physical 
disability or cultural barriers.”35

35. Annual Report 2016. Central Bank of 
Sri Lanka.

 http://www.cbsl.gov.lk/pics_n_docs/10_
pub/_docs/efr/annual_report/AR2016/
English/7_Chapter_03.pdf 
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The World Economic 
Forum’s Networked 
Readiness Index 
assesses the factors, 
policies and institutions 
that enable a country to 

fully leverage ICTs for increased 
competitiveness and well-being. 

In the 2016 Index, Sri Lanka was 
at No 63 out of 139 countries 
assessed (Singapore was ranked 

6.1
Networked Readiness

36. The Global Information Technology 
Report 2016. World Economic Forum. 

 http://reports.weforum.org/global-
information-technology-report-2016/
networked-readiness-index/ 

at No 1, China at No 59, and India 
at No 91). Among the 10 pillars the 
Index used, Sri Lanka has scored 
relatively high in terms of ICT 
skills, affordability, governmental 
ICT usage, and social impacts 
(see Figure 9).36

Figure 9
Sri	Lanka’s	Networked	Readiness	Index	2016

Source: http://www3.weforum.org/docs/GITR2016/WEF_GITR_Sri%20Lanka_2016.pdf
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In recent years Sri Lanka has been 
slowly rising in the Networked 
Readiness Index, indicating 
that the digital transformation 
of the economy and society is 
progressing. In comparative terms, 
the country is doing better than the 
average for other lower-middle-
income countries.

On the whole, use of ICT services 
in economic activities -- such as 
e-banking, mobile banking, e-bus 
ticketing and mobile point of sale 
(POS) – have increased in recent 
years. However, much more needs 
to be done to consolidate these 
gains within the framework of 
digital rights and cyber security
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There is growing political 
recognition of the need 
to strengthen the digital 
economy as a key plank 
of economic growth.

In October 2016, Prime Minister 
Ranil Wickremesinghe unveiled a 
blueprint for the country’s future 
path in its 1,500-day economic 
development programme, which 
was soon backed up by proposals 
during the 2017 budget speech 
delivered in November 2016. 
These acknowledged that the 
“digital economy, tourism and 
commercial agriculture are coming 
of age” and have the “potential 
to offer high-value skills and 
remuneration to young job seekers 
in the country”.

The Prime Minister said, “The 
digital economy will empower 
our nation - through providing 
affordable and secure Internet 
connectivity to every citizen in 
any part of Sri Lanka, removing 
barriers for cross-border 
international trade. A platform 
for cashless payments will also 
be created. Digital technology 
will be included as a new subject 
in the school curriculum. We 
plan to foster entrepreneurship 
opportunities in digital commerce 
while providing training in 

6.2
Policy framework for 

a digital economy

37. Prime Minister Ranil Wickremesinghe’s 
economic policy statement in 
Parliament. 27 October 2016.

 http://www.pmoffice.gov.lk/download/
press/D00000000053_EN.pdf?p=7 

38. Sri Lanka devises digital economic 
strategy with McKinsey assistance. 
The Sunday Times. 11 June 2017 
http://www.sundaytimes.lk/170611/
business-times/sri-lanka-devises-
digital-economic-strategy-with-
mckinsey-assistance-244548.html 

cyber security monitoring and 
response.”37 

The Ministry of Telecommunications 
and Digital Infrastructure, and the 
Ministry of Development Strategies 
and International Trade are 
collaborating to develop a digital 
economic strategy for Sri Lanka, 
it was reported in June 2017. The 
services of McKinsey & Company, a 
worldwide management consulting 
firm, are to be obtained.38 

As noted in the Central Bank’s 
2016 Annual Report: “The progress 
in telecommunication services 
fosters individual productivity 
through increased access to 
education. Meanwhile, the growing 
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penetration of connectivity and 
increasing affordability of devices 
are expected to provide a range 
of financial services to both 
small-scale entrepreneurs and 
low-income households, enabling 
them to grow their businesses 

Over 75% of Sri Lanka’s 
Internet users go online 

using a mobile device. Owing 
to this, mobile broadband use 
been growing rapidly. However, 
as one industry analyst, Budde.
com, notes, the country’s 
mobile broadband market 
is still at an early stage of 
development with penetration 
well below most other 
developed Asian countries.

The government, keen to 
sustain technology adoption, 
has instructed all mobile 
telephone operators to convert 
their infrastructure to provide 
3G coverage to all metro 
areas of the country by end 

June 2017 so as to stimulate 
the country’s digitalization. 
Any operator who fails to 
provide 3G coverage within 
the first six months of 2017 
will be liable for a surcharge 
of Rs.100 million per 
district. Furthermore, mobile 
telephone service providers 
are requested to provide 4G 
coverage to all metro areas of 
the country by end June 2018.

Sources: https://www.budde.com.
au/Research/Sri-Lanka-Telecoms-
Mobile-Broadband-and-Digital-
Media-Statistics-and-Analyses 
and Central Bank of Sri Lanka 
Annual Report 2016

Box 5

Supporting Mobile Broadband

and make financial transactions 
smoothly. Innovations in mobile 
payment systems and peer-to-
peer lending platforms enhance 
the access to financial services 
and credit while reducing the cost 
of businesses.”
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During the past two 
decades, Sri Lanka has 
also created the legal 
framework in which 
digital transactions can 
take place with adequate 

scrutiny and security. The key laws 
are as follows:

 Intellectual Property Act No. 
36 of 2003 provides protection 
for computer software and 
other intellectual outputs in 
the ICT sector.39

 Monetary Law Act as 
amended by Act No. 32 
of 2002 paved the way 
for introducing Scripless 
Securities Trading in the 
Public Debt Settlement 
System. It created a central 
depository and a settlement 
system for transactions on an 
electronic basis.40 

 Payment and Settlement 
Systems Act No. 28 of 2005 
laid down the procedure 
for the payment of cheques 
electronically presented. 
It set up an image-based 
cheque clearing system, which 
replaced the physical cheque 
with electronic information 
flowing throughout the clearing 
cycle. This process eliminated 

6.3
Legal framework for 

digital economy

39. https://www.gov.lk/elaws/wordpress/
wp-content/uploads/2015/03/Intellectua
lPropertyActNo.36of2003Sectionsr.pdf 

40. http://www.cbsl.gov.lk/pics_n_docs/10_
pub/_docs/pa/booklet/bl_4.pdf 

41. http://www.lankaclear.com/product_
service/1-overview 

42. http://www.slcert.gov.lk/Downloads/
Acts/Computer_Crimes_Act_No_24_
of_2007(E).pdf

the actual cheque movement 
in cheque clearing and 
reduced the delays associated 
with clearing.41

 The Computer Crimes Act 
No. 24 of 2007 provides 
for the identification of 
computer crimes and 
provides the procedure for 
investigating such crimes. 
The law criminalizes attempts 
at unauthorized access 
to a computer, computer 
programme, as well as data or 
information stored in computer 
systems. It also contains 
a provision to deal with 
unauthorized use of computers 
regardless of whether the 
offender had authority to 
access the computer.42
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 Electronic Transactions Act 
No 19 of 2006 was enacted to 
facilitate electronic commerce 
and to encourage both public 
and private sectors to promote 
electronic transactions 
avoiding disputes over the 
admissibility of e-documents. 
Accordingly, emails and text 
messages (SMS) became 
legally admissible as valid 
documents.43 The law 
included provisions of the UN 
Convention on the Use of 
Electronic Communications in 
International Contracts (UN 
ECC) which Sri Lanka has 
signed and ratified. It provided 
the legal basis for digitization 
and e-Government.44

The Electronic Transactions 
Act was amended in October 
2017, thus harmonizing the Sri 
Lankan electronic transactions 
legislation fully in line with UN 
ECC, the international standard for 
e-commerce legislation.

In addition to enhancing 
the methods of doing trade, 
commerce and business, the new 
amendment will also help improve 
procedures and promote efficiency 
and transparency in service 
delivery by the Government and 
courts in Sri Lanka, says Jayantha 

Fernando, Director and Legal 
Advisor at ICTA.

He adds that the amendment will 
ensure greater legal certainty 
for e-commerce and e-Business 
providers who wish to use Sri 
Lankan law as the applicable law 
and ensure international validity 
for electronic contracts. This will 
create greater trading opportunities 
for Sri Lankan Small and Medium 
Enterprises (SMEs) with state 
parties to the UN ECC.

The new amendment will also 
facilitate the use of biometrics 
authentication technologies to 
ensure the effectiveness of digital 
certificates and other forms 
of digital IDs. It has a broader 
definition of “Electronic Signatures” 
that can cover all new forms of 
digital authentication methods.45

43. http://www.slcert.gov.lk/Downloads/
Acts/ElectronicTransactionActParliame
ntver(E).pdf 

44. Sri Lanka ratified the UN ECC on 
7 July 2015 and its application 
commenced from 1 February 2016

45. http://www.ft.lk/front-page/Major-
boost-with-Sri-Lanka-harmonising-
e-commerce-legislation-with-new-
amendment/44-641819
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Even when an enabling 
policy and legal 
framework is in place, 
their implementation can 
be hampered without 
a proper institutional 

structure and systems. This is where 
Sri Lanka still needs more attention.

For example, moving towards 
paperless international trade 
by accepting e-signatures in 
transactions can help break a 
corrupt and inefficient bureaucracy 
that has been resisting electronic 
commerce. Recognizing 
e-documents with e-signatures 
would be a “small step for 
government” but “a giant leap for 
the country” according to Verité 
Research, a private think tank.

Although the government is 
committed to increasing and 
diversifying exports, Lankan 

6.4
Institutional 

arrangements 

46. Sri Lanka’s govt urged to enforce 
e-signatures to break corrupt 
bureaucracy. Economy Next. 29 May 
2017. https://goo.gl/Ii2Gil 

exporters find that their 
competitiveness is reduced by the 
(relatively long) time to process 
various (paper-based) documents 
needed for international trade: it 
takes 76 hours for exporters and 
58 hours for importers. The same 
processes take only four hours and 
one hour in Singapore, 61 and 67 
hours in India, and 10 hours each 
in Malaysia.

“Shifting from manual 
documentation systems to fully 
functioning electronic processing 
platforms can help to save money 
and time for traders, which will 
in turn improve Sri Lanka’s trade 
competitiveness,” Verité Research 
said in an analysis in May 2017.46 
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E-commerce has 
become important to 
firms in developing 
countries as it provides 
greater market reach, 
enhances participation 

in international supply chains, and 
improves firm-level and market 
efficiencies. E-commerce is being 
recognized as ‘the great equalizer 
in international trade’, providing 
new Business-to-Business (B2B) 
and Business-to-Consumer (B2C) 
opportunities that previously did 
not exist.47

Sri Lanka’s e-commerce market 
is currently small, but there are 
indicators that it is growing and 
diversifying rapidly. The total market 
worth, with external and internal 
travel included, was estimated 
at around USD 40 million in mid-
2017. This could grow to USD 400 
million by 2021/22. Traditional retail 
is estimated to grow 30% from 
USD 10 – 13 billion by 2021/22, 
according to estimates by the online 
retail platform Takas.lk and the 
investment banking and advisory 
firm York Street Partners.48

In March 2016, the Ceylon 
Chamber of Commerce (CCC) 
held an interactive roundtable 
discussion with leading digital 
entrepreneurs who have a 

particular focus on e-commerce. 
Its report noted: “Although 
e-commerce firms are largely 
optimistic about the growth 
prospects of the market, they 
encounter significant operational 
obstacles brought on by 
regulatory issues. In particular, 
the restrictive environment for 
online payments was reported 
by leading e-commerce firms 
as a significant challenge to 
small and large players alike. 
E-Commerce firms and payment 
service providers both agree that 
the outdated laws have held back 
innovation and growth in this area 

6.5 
Unleashing E-commerce 
potential

47. ‘Information Economy Report 2015: 
Unlocking the potential of e-Commerce 
for Developing Countries’. 
UNCTAD. http://unctad.org/en/
PublicationsLibrary/ier2015_en.pdf 

48. E-commerce shakes up Sri Lanka’s 
retail sector, says Takas CEO. Lanka 
Business Online. 24 May 2017. http://
www.lankabusinessonline.com/
interview-e-commerce-shakes-up-sri-
lankas-retail-sector-says-takas-ceo/
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and this is discussed in detail in 
the following sections.”49

According to the CCC study, most 
companies active in the Lankan 
e-commerce space reported that 
access to an affordable online 
payment platform for all businesses 
is key to development of the 
industry. Most SMEs are unable to 
afford the high user fees levied by 
Internet Payment Gateway (IPG) 
operated by commercial banks. 
This is a serious bottleneck as the 
SME sector in Sri Lanka accounts 
for 52% of the GDP, and 45% 
of the total employment, whilst 
making up more than 75% of the 
total number of enterprises in 
the country. Moreover, SMEs are 
significant employers of women 
and youth.50

CCC notes that a key success 
factor in the advancement of 
online payment platforms in 
other Asian economies was the 
dialogue that payment providers 
and e-commerce firms had with 
government regulatory authorities 
(which in Sri Lanka is the Central 
Bank of Sri Lanka). “It is now an 
urgent need to bring regulations 
up to speed with business and 
customer needs, and to facilitate 
e-commerce as an industry 
that can not only foster greater 

49. Modernising Online Payments 
Regulations to Support e-Commerce 
in Sri Lanka. Ceylon Chamber of 
Commerce. January 2017. https://
www.chamber.lk/10015-2/ 

50. http://www.ips.lk/
talkingeconomics/2016/11/28/trade-is-
not-just-for-big-businesses-role-of-sri-
lankan-smes-in-trade/

consumer choice and convenience 
but also enhance competitiveness 
and market reach for SMEs,” 
recommends CCC.
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According to the Minister 
of Telecommunications 
and Digital 
Infrastructure, the main 
digital aspects the 
government is focusing 

on are: digital connectivity, a 
National Digital Identification for 
all citizens, a national payment 
platform, digital security, digital 
legislation, digital education and 
setting up a single platform for the 
government to connect.51

These priorities indicate a more 
systemic and integrated approach, 
consistent with the Ministry’s vision 
of creating ‘a digitally empowered 
nation’.52 However, the success of 
these interventions and reforms will 
depend on several factors. 

The government will need to 
ensure the policy cohesion for, and 
proper implementation of digital 
infrastructure (which includes both 
the physical/hard infrastructure 
and soft infrastructure of laws and 
regulations). This goes well beyond 
rolling out the National Broadband 
Network (NBN), a fibre-optic 
based connectivity that will link all 
329 Divisional Secretariats and 
25 districts by 2018, effectively 
bringing high-speed broadband 
access within reach of all citizens.53 

Reliable and affordable connectivity 
is necessary, but not sufficient for 
a digitally empowered and digitally 
innovating nation to emerge. 
Citizens also need to accept and 
gradually integrate digital services 
and processes into their economic, 
professional and leisure activities. 
For this to happen, public trust in 
digital systems will be a decisive 
factor, which in turn depends on a 
sound regulatory framework as well 
as enhanced digital literacy (going 
beyond mere computer literacy).

6.6 
Public trust and 
digital security 

51. http://www.sundaytimes.lk/170611/
business-times/sri-lanka-devises-
digital-economic-strategy-with-
mckinsey-assistance-244548.html

52. http://www.mtdi.gov.lk/ 

53. http://slt.lk/en/content/slt-launches-
100g-ultra-speed-national-backbone-
network 
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Such trust will be crucial for the 
public adoption and ultimate 
success of the online national 
payment platform (NPP), which 
is intended to facilitate peer-to-
peer payments (online payments 
for goods and services and fund 
transfers) by using computing 
devices. Running in lockstep with 
the platform, the ICTA will also 
“strengthen cybersecurity with 
a cryptography key that uses 
blockchain technology.”54

Cabinet approval for NPP was 
granted in July 2016. According to 
ICTA, the NPP will revolutionize 
the online commerce world and 
bring about greater convenience 
to application developers and the 
public. It is a platform that will 
enable any person to be able to 
send a payment request message 
from the respective apps they 
intend to use, to their financial 
institutions (banks), to make 
payments to specific merchants 
they obtain the service from.

“Essentially NPP is a platform that 
is capable of sending secured 
messages – be it for day to day 
tasks like settling utility bills or for 
transferring funds for purchase 
of goods and services, sending 
goods refunds, for billing, invoicing 
– the whole gamut of e commerce 

functions. The NPP will facilitate 
the Government to offer citizen 
services and businesses both 
big and small to engage in digital 
commerce” Chitranganie Mubarak, 
ICTA chairperson, was quoted as 
saying in October 2017.55

54.   http://www.oxfordbusinessgroup.com/
overview/next-connection-plan-place-
improve-services-and-expand-access 

55. http://www.lankabusinessonline.com/
sri-lankas-icta-clarifies-on-national-
payment-platform-npp/
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Meanwhile, 
governmental 
agencies are paying 
more attention to 
promoting and 
safeguarding 

consumer rights in digital 
transactions.

The Consumer Affairs Authority 
(CAA) and ICTA observed World 
Consumer Rights Day 2017 on 
the theme ‘A Digital Sri Lanka 
Consumers Can Trust’. A national 
workshop was held to “evaluate 
and understand the existing 
situation of the Sri Lankan digital 
consumer in order to draft policy 
recommendations and a road map 
to strengthen consumer rights in 
the digital era.”

As the CAA noted on its website: 
“Even though consumers 
undoubtedly benefit from the 
increased access, choice 
and convenience that these 
technologies deliver, questions 
remain about how to improve the 
quality of services which provides 
trustworthy and cost effective 
services via online servers. 
Concerns over what happens 
to the data they share online 
and what consumers’ rights and 
inherited consumer ethics that 
relate with digital products will 

affect their buying behaviors. 
Therefore, consumer awareness 
and empowerment plays a vital 
role in promoting the use of digital 
technology in effective manner.”56

6.7 
Digital 
consumer rights 

56. A Digital Sri Lanka consumers 
can trust. CAA observance of 
World Consumer Rights Day 
2017. http://www.caa.gov.lk/
web/index.php?option=com_
content&view=article&id=633:a-digital-
sri-lanka-consumers-can-trust&catid=1
00&lang=en&Itemid=570 
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While the gradual digital 
transformation of Sri 
Lanka’s economy 
continues, information 
technology and 
business process 

management (IT-BPM) has 
emerged as a significant economic 
sector of its own. During the past 
decade, Sri Lanka has successfully 
turned IT-BPM services into a key 
export product and a leading earner 
of foreign exchange.

According to the government’s 
Export Development Board (EDB), 
Sri Lanka’s ICT export revenue 
grew from USD 166 million in 2006 
to reach USD 900 million in 2016, 

6.8
Exporting IT and 

BPM services

57. http://www.srilankabusiness.com/
export-services/ict/ 

58. http://www.srilankabusiness.com/
export-services/bpm/ 

making it the fourth largest export 
earner. In 2016, the ICT-BPM 
industries provided employment for 
a skilled workforce of over 85,000. 

Lankan ICT companies are 
exporting software products and 
services to many foreign markets. 
Their core competencies include 
automated application testing, 
infrastructure outsourcing, high 
end research and development, 
enterprise resource planning 
(ERP), cloud technology and 
mobile applications.57

Sri Lanka has also become a 
favoured destination for providing 
offshore services for ICT and other 
services such as finance and 
accounting, legal, insurance, banking, 
and telecommunications, etc. Sri 
Lanka was selected as the “Offshore 
Destination of the Year” by National 
Outsourcing Association (GSA-UK) 
in 2013 and 2014. The country was 
selected as a center of excellence 
for finance and accounting related 
outsourcing and ranked at 14th in 
A. T. Kearney’s Global Services 
location Index (GSLI) in 2016.58

“Indeed, Sri Lanka is a knowledge 
hub, exporting its human capital 
and skills to the world; the country 
has been exporting managers, 
doctors, engineers and other 
technicians to run tea plantations, 
apparel factories, medical clinics, 
and other complex operations for 
many years. Now, thanks to IT, 
global companies and customers 
can tap into these professional 
skills from anywhere in the world.”
-	 Competitive	Benchmarking:	

Sri Lanka Knowledge Services 
published by ATKEARNEY 
(2012).

 https://goo.gl/xKh7gf 
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The digital transformation 
is benefiting not only 
large and medium scale 
companies offering their 
expertise to the global 
market, but also IT 

skilled individuals.

New kinds of income earning 
opportunities are being pursued 
by a growing number of Lankan 
youth. Using web-based platforms 
that connect needs with skills (like 
Fiverr, Freelancer and Upwork), 
they undertake online freelancing 
for clients who may be anywhere in 
the world.

Online freelancing work is available 
at different skill levels. Better 
skilled professionals take on 
project-based work that can take 
days or weeks to complete. There 
is also ‘micro work’ that can be 
done by novice, low-skilled workers 
within a few hours.

A 2016 survey by LIRNEasia found 
that Lankan youth are earning 
money by performing a range of 
services such as web designing, 
logo design, digital marketing, 
creative writing, translations, book 
keeping and accounting. They work 
from home or another location 
unconnected to who is paying 
for the job. Based on a nationally 

representative survey among 16 to 
40 year olds, LIRNEasia estimates 
that there could be 17,000 to 
22,000 freelancers in Sri Lanka 
registered with various platforms 
and selling their skills online in the 
global marketplace.59

The opening up of such offshore 
opportunities to digitally connected 
youth will enhance incomes 
and reduce frustration levels 
among a key demographic. 
According to the Department 
of Census and Statistics, Sri 
Lanka’s unemployment rate was 
4.4% at the end of 2016. But the 
unemployment rate among youth 
(age 15 to 24 years) was much 
higher than the national average: 
21.6%.60 There are many reasons 
for this, including the mismatch 
between labour market needs and 
the skills available. Digital tools 
and web connectivity are helping 
to reorient the world of work so that 
disparities can be reduced.

6.9 
Online 
freelancing

59. http://echelon.lk/home/online-
freelancing-the-new-frontier/ 

60. http://www.statistics.gov.lk/
samplesurvey/LFS_Annual%20
Bulletin_2016.pdf 
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Hernando de Soto, a 
prominent Peruvian 

economist and a thought 
leader on social justice 
movements, has long argued 
that the main problem in 
many developing nations is 
not capital per se but a lack 
of property rights. He says 
that citizens of poor countries 
are unable to develop plots of 
land or use them as collateral 
because they lack clear 
legal titles. When ownership 
of assets is difficult to trace 
and validate amid no legally 
recognizable set of rules 
governing them, they become 
what he calls “dead capital,” 
with no real inherent value.

Given this interest, de Soto 
was quick to recognize the 
potential of blockchain – the 
technology originally developed 
for managing the web-based 
‘cryptocurrency’ known 
as bitcoin. It is a powerful, 

decentralized technology that 
is now revolutionizing the 
way people around the world 
exchange value.

Blockchain allows creating 
“an open, distributed ledger 
that can record transactions 
between two parties efficiently 
and in a verifiable and 
permanent way.” The main 
appeal of blockchain is that 
it is open and tamper-proof. 
Every user of the blockchain 
has a copy of the entire ledger 
of transactions that have taken 
place with that asset and 
every subsequent successful 
transaction is uploaded on to 
each such copy of the ledger. 

“If we can, in a similar manner, 
record property transfers on a 
blockchain ledger we’d have 
an immutable history of every 
property transaction that can 
be viewed by everyone and 
yet tampered by no-one,” says 

Box 6

Blockchain technology can assert 
property rights, and fight corruption
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Rahul Matthan, an Indian 
lawyer and technology watcher.
He points out that there 
are many other benefits to 
using blockchain for land 
records. Every entry will be 
accurately time-stamped, 
greatly reducing the chance 
for fraud. While transfers 
can be recorded on a 
public blockchain to ensure 
transparency, “it is possible 
to store them on a private 
blockchain by turning the 
record into a cryptographic 
hash which will make the 
data verifiable without anyone 
actually seeing the data itself”.

Countries across the world 
- from Sweden to Dubai, 
and Georgia to Britain - 
are beginning to embrace 
or test the technology 
for streamlining national 
property records. Two Indian 
states (Andhra Pradesh and 
Telangana) are also exploring 
a switch to blockchain 
technology to record land 
deals digitally and bring 
transparency to a system that 

is rife with fraud and leaves 
the poor at risk of eviction. 

But digital technology alone 
cannot solve all matters 
related to land, said Sunil 
Kumar, director of land laws 
and policy at advocacy group 
Landesa. “What if the data 
is incorrectly captured? To 
get a clean record, you need 
clean inputs,” he said. “For 
that you need community 
involvement, particularly in 
rural areas, to verify ownership 
and resolve disputes.”

Sources: https://www.economist.
com/news/briefing/21677228-
technology-behind-bitcoin-lets-
people-who-do-not-know-or-trust-
each-other-build-dependable 

http://www.livemint.com/Opinion/
ZcXOLqUxkItMtdhIwJqkQM/
Blockchain-land-records.html 
http://southasia.fnst.org/content/
blockchain-property-rights 

https://www.reuters.com/article/us-
india-landrights-tech/indian-states-
look-to-digitize-land-deals-with-
blockchain-idUSKBN1AQ1T3 
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The nexus between digital 
technologies and human 
rights keeps expanding 
and deepening. In 
recent years, it has been 
explored by various 

scholars and advocacy groups. 
In this section, we look at a few 
aspects worthy of attention. 

Growing concerns about data 
protection have opened up new 
debates on how the increasing 
digitalization of society is impacting 
human rights, especially citizens’ 
right to privacy. Parallel to this, 
as more private and corporate 
communications are carried 
out electronically, the scope for 
mass electronic surveillance by 
state agencies and technology 
companies keeps increasing. 

International human rights norms 
and standards on these issues 
continue to evolve.

In a landmark report in May 
2011, Frank La Rue, the then UN 
Human Rights Council’s Special 
Rapporteur on the promotion and 
protection of the right to freedom of 
opinion and expression, explored 
key trends and challenges to the 
right of all individuals to seek, 
receive and impart information 
and ideas of all kinds through the 

Internet. That report highlighted the 
unique and transformative nature 
of the Internet not only to enable 
individuals to exercise their right to 
freedom of opinion and expression, 
but also a range of other human 
rights, and to promote the progress 
of society as a whole.61

In June 2016, the UN Human 
Rights Council adopted a 
resolution that reaffirmed that 
“the same rights that people have 
offline must also be protected 
online”. It is a significant political 
commitment by UN member states, 
based on their existing obligations 
under international human rights 
law, to security concerns on the 
Internet in accordance with their 
obligations to protect freedom 
of expression, privacy and other 
human rights online.62

61. Report of the Special Rapporteur 
on the promotion and protection of 
the right to freedom of opinion and 
expression, Frank La Rue. 16 May 
2011. http://www2.ohchr.org/english/
bodies/hrcouncil/docs/17session/A.
HRC.17.27_en.pdf

62. The promotion, protection and 
enjoyment of human rights on the 
Internet. UNHRC Resolution A/
HRC/32/L.20. Adopted on 27 June 
2016. http://ap.ohchr.org/documents/
dpage_e.aspx?si=A/HRC/32/L.20
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It called upon all UN member 
states “to address security 
concerns on the Internet in 
accordance with their international 
human rights obligations to 
ensure protection of freedom of 
expression, freedom of association, 
privacy and other human 
rights online, including through 
national democratic, transparent 
institutions, based on the rule of 
law, in a way that ensures freedom 
and security on the Internet so that 
it can continue to be a vibrant force 
that generates economic, social 
and cultural development…”

The resolution also urged member 
states to adopt a “human rights 
based approach” to provide and 
expand access to the Internet, with 
particular regard to addressing 
the gender digital divide, and 
to promote Internet access for 
persons with disabilities.

The importance of civil society and 
technical community’s participation in 
related processes was recognized.   
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Certain characteristics of the 
ICT industry sets it apart 

from many other industries. 
These characteristics exist 
across five spheres and have 
significant implications for how 
to protect and advance human 
rights in relation to ICTs.

• End user: ICT products and 
services have active users, 
and this reality plays a 
significant role in how ICTs 
impact human rights (of 
users and non-users alike)

• Legal frameworks: The 
laws advance more slowly 
than ICT products and 
services, thus creating legal 
gaps or vacuums

• Jurisdictional	complexity: 
As information becomes 
global and data flows 

across borders, individual 
countries cannot adequately 
extend national jurisdictions

• Technological complexity: 
New products and 
services are continually 
being introduced, and 
many have unpredictable 
consequences for human 
rights

• Business-to-business	
relationships: Such 
relationships exist with 
enterprise and government 
customers, with whom ICT 
companies often co-design 
products and services

Source: Big Business, Big 
Responsibilities by Andy Wales, 
Matthew Gorman and Dunstan 
Hope. Palgrave Macmillan, 2010

Box 7

ICTs and Human Rights Nexus
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The Internet has become 
an important global 
platform for private 
communications, self 
expression, information 
sharing as well as more 

organized forms of publishing and 
broadcasting. It has also emerged 
as an increasingly important space 
where democracy and human 
rights activists can mobilize and 
advocate for political, social and 
economic reforms. 

Sri Lanka has no laws or regulations 
that specifically regulate online 
content. For the moment, the existing 
laws are sometimes interpreted to 
extend to cyber space as well. For 
example, law enforcement authorities 
have at times invoked the 
Obscene Publications Ordinance 
No. 4 of 1927 to obtain court 
orders to block certain websites 
with pornographic content.

In May 2017, the official government 
news website reported that the 
“Government is looking at enacting 
new legislations to prevent 
exploitation of children in obscene 
publications and to safeguard the 
children from exposure to ill effects of 
pornographic materials.”63

In Sri Lanka, the web represents 
the last frontier for freedom of 

7.1
Freedom of 

Expression online

63. https://www.news.lk/news/sri-lanka/
item/12546-laws-to-be-amended-to-
child-pornography-and-excess-to-
pornographic-material 

expression and it needs to be 
guarded from ad hoc attempts 
to regulate content. Sri Lanka is 
a society where access to the 
mainstream media – newspapers, 
radio and television – is carefully 
guarded by their gatekeepers 
(editor and owners) many of 
who do not stand for the public 
interest and instead engage in 
self-censorship or sycophancy. In 
this setting, the web has provided 
an extremely important alternative 
platform for citizens. Many have 
seized the opportunity to discuss 
various topics of public interest that 
are often under-reported or ignored 
in the mainstream. 

Blogging was the original wave of 
citizen journalism which emerged 
in the late 1990s. With the spread 
of broadband Internet services, 
more have joined platforms like 
Twitter (micro-blogging), Facebook 
(social networking), Instagram 
(image sharing) and YouTube 
(video sharing). More recently, 
additional tools have become 
available, such as interactive 
images and maps, media sharing 
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services, and mobile chatting apps 
like WhatsApp and Viber.

According to ICT 
researcher and civic 
media activist Sanjana 
Hattotuwa, citizen 
journalists have been 
playing a major role 

in meaningfully reporting deaths, 
the humanitarian fallout and 
hidden social costs of Sri Lanka’s 
civil war that was either glossed 
over or sensationalized by most 
of the mainstream media. He 
acknowledges, however, that the 
ready availability of ICTs alone 
does not guarantee public-spirited 
citizen journalism.

He notes: “Often, this new age of 
citizen journalism lacks the grammar 
of age-old diplomacy and socio-
political norms - the conversation is 
raw, visceral, impatient, irreverent, 
pithy, provocative…. The potential 
of citizen journalism, however, is 
its ability to provide a forum for all 
citizens - male and female, of all 
ethnicities, castes, classes and 
religions - to express themselves 
freely, [so that] society will better 
accommodate ideas and measures 
that engender peace.”64

It is becoming common for large 
numbers of Lankan citizens to 

spontaneously use social media 
around a key public issue or 
incident such as disasters. This 
was evident during the major 
floods and landslides experienced 
in many parts of the island in 
May 2016 and again in May 2017 
causing widespread loss and 
damage. Using common hashtags 
like #FloodSL and #SLFloods, 
citizens mobilized their voluntary 
efforts for rescue and relief. Even 
government officials and charities 
engaged in disaster response 
turned to social media.

In fact, the official post-disaster 
needs assessment following the 
May 2017 disasters has specifically 
noted this trend: “The mammoth 
role played by social media in 
organizing support for emergency 
response through highlighting the 
needs and maintaining databases 
of relief allocation centres has been 

64. https://ict4peace.wordpress.
com/2009/02/25/internet-and-web-
based-citizen-journalism-in-sri-lanka/
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well recognized. A more active role 
assigned for social media networks 
by the Government authorities 
is likely to have resulted in more 
enhanced emergency response.”65

How can Sri Lanka nurture the 
inherent openness of cyber space 
while addressing specific abuses of 
the online freedom of expression? 

65. Sri Lanka Rapid Post Disaster Needs 
Assessment: Floods and Landslides, 
May 2017. Government of Sri Lanka, 
UNDP and the World Bank. November 
2017. https://reliefweb.int/report/sri-
lanka/sri-lanka-rapid-post-disaster-
needs-assessment-floods-and-
landslides-may-2017 

This is the careful balancing act 
that confronts us.
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One of the biggest policy 
challenges in this realm 
is how to manage the 
currently dormant – but 
not fully extinguished 
– ethnic and religious 

tensions in Sri Lanka in the wake 
of rising levels of Internet use. This 
daunting task is well illustrated by 
the rise and spread of online hate 
speech, especially on social media 
platforms like Facebook. 

Hate speech itself is not a new 
phenomenon. But many of its 
modern day peddlers are taking 
advantage of the web’s facilities 
to remain anonymous or use 
pseudonyms, and the ease of 
sharing enabled by social media. 

Hate speech in Sri Lanka also 
needs to be understood within the 
context of the country’s protracted 
civil war that ended in 2009, and 
the slow reconciliation process 
since then. The conflict highly 
polarized Lankan society along 
ethnic, religious and political 
lines, and energized ultra-
nationalism. Party politics have 
often exploited these divisions 
rather than nurture healing. 

“The growth of online hate speech 
in Sri Lanka does not guarantee 
another pogrom. It does however 

pose a range of other challenges 
to government and governance 
around social, ethnic, cultural and 
religious co-existence, diversity 
and, ultimately, to the very core of 
debates around how we see and 
organise ourselves post-war,” said 
the Centre for Policy Alternatives, 
in the country’s first study on 
hate speech online released in 
September 2014.66

Titled Liking Violence: A study 
of hate speech on Facebook 
in Sri Lanka, the report looked 
at 20 Facebook groups in Sri 
Lanka over a couple of months, 
focusing on content generated just 
before, during and immediately 
after violence against the Muslim 
community in Aluthgama in June 
2014.67 More generally, the study 
explored the phenomenon of hate 
speech online – how it occurs 
and spreads online, what kind of 
content is produced, by whom and 
for which audiences.

“Whilst the Muslim communities 
have been the direct target 
of online hate speech other 
groups such as human rights 

7.2 
Hate Speech 
online

66. http://www.cpalanka.org/liking-
violence-a-study-of-hate-speech-on-
facebook-in-sri-lanka/ 

67. https://en.wikipedia.org/wiki/2014_anti-
Muslim_riots_in_Sri_Lanka
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activists, politicians, clergy who 
advocate religious harmony, 
law enforcement, international 
humans rights organizations 
and individuals, women, 
homosexuals and citizens who 
do not identify with the hard-line 
Sinhalese Buddhist cause have 
also come under attack of hate 
speech,” the report noted.

“Ultimately, there is no technical 
solution to what is a socio-political 
problem,” said the CPA study 
highlighting the complexity of 
the challenge, given the sheer 
magnitude of users, content diversity 

and the speed at which hate speech 
is generated and shared.

It added: “What is evident is that 
even without new legislation looking 
at online domains and content, 
there are a range of legal remedies 
and frameworks to hold perpetrators 
of hate speech accountable for 
their violence, whether verbal 
or physical. The issue is not the 
non-existence of relevant legal 
frameworks, but their non-application 
or selective application.”

In December 2015, the government 
tabled two Bills in Parliament 
to insert a new offence on hate 
speech into the Penal Code 
and Criminal Procedure Code. 
These were opposed by the main 
opposition party in Parliament, 
civil society groups as well as the 
Human Rights Commission of 
Sri Lanka. They argued that the 
new laws could be used to target 
critics of government rather than 
hate speech offenders. Petitions 
challenging the constitutionality of 
the Bills were filed in the Supreme 
Court. The proposed laws were 
then withdrawn.

Gehan Gunatilleke, a human 
rights lawyer and the Research 
Director of Verité Research, wrote 
in January 2016: “Sri Lanka does 
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Hate speech has various 
definitions, but it generally 

refers to the advocacy of 
hatred based on nationality, 
race, religion or gender identity. 
Generally speaking, the right 
to freedom of expression 
extends to unpopular ideas 
and statements which “shock, 
offend or disturb.”

Hate speech as it is under-
stood in general usage is often 
different to what is prohibited 
as hate speech in legal terms. 
The latter requires an element 
of incitement (and not just ad-
vocacy of hatred).

A number of human rights 
treaties, including the Inter-
national Covenant on Civil 
and Political Rights (ICCPR) 
address the issue of hate 
speech. The ICCPR actually 
obliges states to prohibit hate 
speech, but it requires incite-
ment to ‘discrimination, hostil-

ity or violence’ in addition to 
advocacy of hatred.

Additionally, one particular form 
of hate speech – incitement 
to genocide – is one of only a 
few types of acts recognised 
as a crime under international 
law, along with war crimes and 
crimes against humanity. 

In 2013, after worldwide 
consultations, the UN Hu-
man Rights Council adopted 
the Rabat Plan of Action on 
the prohibition of advocacy of 
national, racial or religious ha-
tred that constitutes incitement 
to discrimination, hostility or 
violence. It recommends the 
adoption of “comprehensive 
anti-discrimination national 
legislations with preventive 
and punitive action to effec-
tively combat incitement to 
hatred, as well as the em-
powerment of minorities and 
vulnerable groups”.  

Box 8

Hate Speech is different from 
offensive speech



77Digital Transformation in Sri Lanka: Opportunities and Challenges in Pursuit of Liberal Policies

68.  Hate Speech in Sri Lanka: How a 
New Ban Could Perpetuate Impunity. 
Gehan Gunatilleke. Oxford Human 
Rights Hub, 16 January 2016. http://
ohrh.law.ox.ac.uk/hate-speech-in-
sri-lanka-how-a-new-ban-could-
perpetuate-impunity/ 

not face a gap in the law as far as 
hate speech is concerned. In fact, 
the current law is fully compliant 
with international standards. The 
problem is one of enforcement.”68

Gunatilleke points out that section 
3 of the International Covenant on 
Civil and Political Rights (ICCPR) Act 
No 56 of 2007, which reproduces 
Article 20 of the ICCPR, prohibits 
the advocacy of ‘religious hatred 
that constitutes incitement to 
discrimination, hostility or violence’. It 
also gives the High Court jurisdiction 
to try and punish offenders.

“Civil society in Sri Lanka must 
now turn its attention to the more 
important question of enforcing 
the ICCPR Act. Such enforcement 
is vital to advancing justice 
and preventing future religious 
violence,” says Gunatilleke.

As this report was going to press, it 
was reported in the media that 22 
persons arrested in connection with 
clashes in the Gintota area in mid 
November 2017 are being charged 

The Plan of Action contains a 
six-part threshold test for forms 
of speech that are prohibited 
under criminal law.  The test 
takes into consideration: the 
context of incitement to hatred, 
the speaker, intent, content, 
extent of the speech, and likeli-
hood of causing harm.

To prevent incitement to hatred, 
the Rabat Plan of Action high-
lighted the collective responsibili-
ty of public officials, religious and 
community leaders, the media 
and individuals, and the need to 
nurture social consciousness, 
tolerance, mutual respect, and 
intercultural dialogue.

More at: https://www.article19.org/
pages/en/hate-speech-more.html

http://www.ohchr.org/
EN/NewsEvents/Pages/
TheRabatPlanofAction.aspx
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under the ICCPR Act No 56 of 
2007. This marks the first time the 
law is actually being used.69

Even though the ICCPR Act is sound 
as far as international standards 
are concerned, it is still too broad 
for the Sri Lankan context, argues 
Gunatilleke. It contains prohibitions 
on incitement of "discrimination, 
hostility or violence". Incitement of 
discrimination can be interpreted 
very broadly, and the state can use 
it to target offensive but perfectly 
legal speech - e.g. the statement 
"Catholics should be kept out of the 
abortion debate" though offensive 
(and potentially discriminatory) and 
ought to be countered, should not be 
regulated through criminal sanctions. 
As such, he fears that there is a 
risk of the ICCPR Act being over-
used. Also, there is no domestic or 
international definition for the word 
"hostility", so the offence - incitement 
of hostility - can also be misused.

Meanwhile, the CPA’s 2014 report 
has recommended some systemic 
responses as well: enhancing digital 
literacy and strengthening the online 
community’s capability to counter 
hate speech in real time.

69. http://island.lk/index.php?page_
cat=article-details&page=article-
details&code_title=176019

“If the trend around hate 
speech online is to be truly 
stemmed, media literacy 
programmes aimed at 
students, teachers, parents, 
lecturers, government officials, 
civil society, media consumers 
and citizens, in Sinhala and 
Tamil, over mobile friendly, 
freely accessible and engaging 
ways is required over the 
long-term. Episodic violence 
such as Aluthgama and 
Beruwela…will test the ability 
of civil society to produce and 
promote counter-messaging 
to strategically and in a timely 
manner address the core 
submissions of hate speech 
online. This will also require 
civic media initiatives and 
citizen journalists to tie up 
with principled professional 
journalists working in 
mainstream media to fact 
check, debunk, engage and 
dispel rumours over social 
media in close to real time – 
vital skills that are aided by 
constantly improving digital 
media literacy…”

-	 Excerpted	from	Liking	
Violence: A study of hate 
speech on Facebook in Sri 
Lanka, CPA, 201
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Because of its globalized 
design, the Internet 
cannot be controlled by 
individual governments 
using national laws 
and regulations. But 

authoritarian states have devised 
ways to filter, monitor and 
otherwise block content, thereby 
manipulating the openness of the 
Internet. Even some democratic 
states have considered or already 
implemented various restrictions 
in response to the potential legal, 
economic, and security challenges 
raised by new media.70 

This has given rise to intense 
global debates on Internet freedom 
and what should be its reasonable 
limits. Under international law, for 
example, blocking of websites 
on an administrative basis, 
particularly where the decision is 
made and action is undertaken 
by a government body, is not a 
justifiable restriction on freedom 
of expression.71

Precisely that has been happening 
in Sri Lanka. Beginning in 2007, 
governments have been blocking 
access to certain websites whose 
content was found objectionable 
by politicians or officials. Typically 
such web censoring is done by the 
telecom regulator ordering ISPs 

7.3
Web censorship

70. https://freedomhouse.org/issues/
internet-freedom 

71. Freedom of Expression Unfiltered: 
How blocking and filtering affect free 
speech. Article 19. December 2016. 
https://www.article19.org/data/files/
medialibrary/38586/Blocking_and_
filtering_final.pdf 

to block specific URLs, where 
instructions are often given verbally 
without leaving a paper trail. Such 
actions are arbitrary, without a legal 
basis and lacking judicial oversight. 

As the global Freedom on the Net 
2016 report noted, “Between 2007 
and 2014, dozens of websites 
were blocked at different times, 
censorship which lacked a legal 
framework or judicial oversight…
Officials cited ill-defined national 
security measures to legitimize 
these measures, though websites 
were blacklisted for publishing 
information related to human 
rights issues, government 
accountability, corruption, and 
political violence, including content 
by Human Rights Watch and 
Transparency International. During 
Mahinda Rajapaksa’s presidency, 
censors targeted blogs, opposition 
and independent news, including 
Tamil websites, sites run by Sri 
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Lankans in exile, and citizen 
journalism platforms.”72

Such online censorship was ended 
shortly after President Sirisena was 
elected in January 2015. For 20 
months, the current government did 
not block any websites. However, 
this has slowly begun to change.

In October 2016, the TRC 
ordered ISPs to temporarily 
block a Tamil language news 
website called New Jaffna for 
posting “false propaganda 
about judicial decisions given 

in the north, criticizing judges and 
lawyers and posting news inciting 
the public.”73 This blocking lasted 
only for a few days, pending an 
inquiry. It was soon unblocked.

On 8 November 2017, the popular 
London-based Lanka E-News 
became inaccessible in the country 
across all ISPs. An international 
news agency cited an unnamed 
source at an ISP as saying that 
TRC had wanted the website 
to be blocked. The website's 
administrators posted on their 
home page that readers in Sri 
Lanka had been blocked from 
accessing their content.74

In a statement protesting the latter 
incident, the Centre for Policy 

Alternatives (CPA) said: “Whether 
by executive order or based on a 
unilateral decision by the TRCSL…
the blocking of Lanka E-News has 
not followed due process and is 
completely extra-judicial in nature. 
Revealingly, the move comes soon 
after a public pronouncement by 
Government Spokesperson Rajitha 
Senaratne requesting the President 
to arrest those who post abusive 
language or content criticising him 
on social media and websites.”

CPA further noted: “CPA stresses 
that due process and the Rule of 
Law need to be followed when 
dealing with any inaccurate, 
false or defamatory content. The 
arbitrary, extra-judicial blocking 
of websites runs counter to the 
mandate given to the government 
in January 2015 to strengthen 
and secure dissent, debate and 
dialogue. We also note that 
online censorship often leads to 
the Streisand Effect, where what 
is sought to be hidden or made 

72. https://freedomhouse.org/report/
freedom-net/2016/sri-lanka 

73. http://www.sundaytimes.lk/161030/
news/trc-blocks-tamil-website-for-
incitement-215541.html 

74. https://www.yahoo.com/news/dissident-
website-blocked-sri-lanka-143729266.
html
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inaccessible becomes that much 
more credible and visible, a result 
that is precisely the opposite of 
what is intended.”75

There is no independent body in 
Sri Lanka that website owners 
or bloggers can turn to if their 
websites are censored through 
blocking. The only option is to file a 
fundamental rights application with 
the Supreme Court.

Freedom on the Net 2017 report 
notes: “Officials direct the TRC 
to blacklist content without legal 
procedure, and it is not clear 
whether censorship results from 
official directives or unofficial 
requests from ministers and other 
officials. No ISP in Sri Lanka is 
known to have challenged the 
TRC’s requests to block content or 
demanded judicial oversight.” 

The report adds: “It is not clear 
if the TRC can impose other 
financial or legal penalties on 
uncooperative telecommunications 
companies since the conditions, 
if imposed, are not transparent. 
Under the telecommunications act, 
ISPs are licensed by the Ministry 
of Telecommunications, but the 
TRC can make recommendations 
regarding whether or not a license 
is granted.”

The need for clearer legal position 
on website censoring was also 
highlighted by the report titled 
Rebuilding Public Trust: An 
Assessment of the Media Industry 
and Profession in Sri Lanka (2016). 

One of its recommendations was: 
“There should be no attempts 
by the state to limit online 
content or activities, except 
in accordance with a law that 
meets the standards of respect 

75. http://www.cpalanka.org/on-the-
blocking-of-lanka-e-news-website-in-
sri-lanka/
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76. https://www.mediasupport.org/
publication/rebuilding-public-
trust-assessment-media-industry-
profession-sri-lanka/ 

for freedom of expression as set 
out in the Constitution and under 
international law. Pornographic 
content may be blocked but 
only after obtaining court orders 
under specific laws citing specific 
websites deemed offensive. Such 
blocking action should never be 
applied to any website carrying 
critical political commentary 
or exposing corruption. When 
judicially sanctioned website 
blocking is done as the last resort, 
a complete list of all such blocked 
websites should be maintained and 
made available for public review.”76
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The right to privacy 
is enshrined in the 
Universal Declaration 
of Human Rights of 
1948 (in Article 12), 
and subsequent 

international conventions. Today, 
our increasingly digital lives and 
greater use of online services 
have added a new layer of 
complexity to privacy protection.

One thing is clear: absolute 
privacy is not possible online, 
as every action is automatically 
documented somewhere, and can 
be ultimately traceable. Within 

7.4
Right to Privacy

this reality, however, reasonable 
levels of privacy controls are 
still feasible. But ensuring that 
actually happens is a shared 
responsibility of technology 
service providers, their customers 
and governmental regulators. 

Unfortunately, many users of online 
services are unaware of multiple 
privacy pitfalls online, and some 
of them inadvertently compromise 
their privacy. 

One major challenge when it 
comes to cyber space interactions 
is that the demarcation between 

In a landmark ruling in August 
2017, the Supreme Court of 

India held that all citizens have 
a fundamental right to privacy. 

The Indian government had 
earlier insisted that privacy was 
not an inalienable fundamental 
right guaranteed under the 
Constitution, but a nine-judge 
bench ruled the right to privacy 
was, indeed, “an intrinsic part 
of Article 21 that protects life 
and liberty”. 

The new ruling has implications 
for the Indian government’s 
biometric identification scheme 
known as Aadhaar, which 
is increasingly being made 
mandatory for access to 
citizen benefits, opening bank 
accounts and payment of taxes.

Source: Indian Supreme Court in 
landmark ruling on privacy. BBC 
Online. 24 August 2017.
http://www.bbc.com/news/world-
asia-india-41033954

Box 9

Citizens have a right to privacy!
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public and private lives is blurred 
or lost. This is especially the case 
in social media, where both private 
space and public space co-exist 
and often overlap.

Facebook is a case in point. 
Over the years, the platform’s 
administrators have kept changing 
its privacy rules. Their on-going ‘tug 
of war’ between public and private 
information has led to various 
embarrassing incidents where some 
users shared information thinking 
it was private, when in fact it was 
visible to everyone.

Governments managing citizens’ 
data in digital formats is another key 
challenge. In most such cases, it 
becomes mandatory for citizens to 
disclose their private information. 
Such information can be analysed, 
aggregated and shared across 
different public agencies, sometimes 
with unintended consequences for 
citizens (see also boxes 9 and 10).

Another concern is mass electronic 
surveillance (see section 7.6). In 
the absence of a legally guaranteed 
right to privacy in Sri Lanka, citizens 
are vulnerable to state sponsored 
mass electronic surveillance. 

In July 2015, the UN Human 
Rights Council appointed 

Professor Joseph Cannataci 
of Malta as the first Special 
Rapporteur on the right to 
privacy. It was partly in reaction 
to public disclosures (by 
Edward Snowden and others) 
of the existence of certain 
governments engaging in mass 
scale electronic surveillance.

In his first report, released in March 
2016, Prof Cannataci noted how 
the tensions between security, 
corporate business models and 
privacy continue to take centre 
stage. These require a measured 
response from the legal and 
human rights communities, so 
as to counter what he called 
“disproportionate, privacy-
intrusive measures, such as mass 
surveillance or breaking encryption”.

These global discussions 
are relevant as Sri 
Lanka evolves its own 
information society. There 
is no legally protected 
right to privacy in Sri 

Lanka’s Constitution, although 
under the Roman Dutch law used 
by the country’s judicial system, 
this right is protected in some 
specific instances.

Attorney Althaf Marsoof, writing in 
2008, noted privacy issues have 
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arisen in Lankan courts in several 
contexts, ranging from servitudes, 
criminal trespass, divorce and 
defamation to unlawful arrest. He 
said courts have managed to “strike 
a fine balance between the freedom 
of expression as guaranteed by 
Article 14(1)(a) of the Constitution 
and the right to privacy”. 

Marsoof added: “The Sri Lankan 
legal regime does not provide for 
the legal recognition of the right to 
privacy in any general sense, except 
in some limited situations which are 
not far reaching enough to cover 
modern trends in technology.”

In a well-functioning democracy, 
those in power are expected to 
be open and transparent about 
how they exercise their power. 
However, similar transparency 
cannot be expected from private 
individuals. The more transparent 
people are, the more vulnerable 
they become. This is the balance 
that right to information (RTI) laws 
seek to maintain.77

Section 5 (1) (a) of Sri Lanka’s 
RTI Act of 2016 says personal 
information of a citizen, held by 
government, need not be disclosed 
if it would “cause unwarranted 
invasion of privacy of the 
individual”. But the Act also has the 

77. When Right to Information Meets Right 
to Privacy. By Nalaka Gunawardene. 
Echelon magazine, May 2017. 

 http://echelon.lk/home/when-right-to-
information-meets-right-to-privacy/ 

proviso: “…unless the larger public 
interest justifies the disclosure of 
such information”.

As the RTI law has been in 
operation for less than a year, it is 
too early to tell how this balance 
between privacy and public 
interest would be determined by 
the RTI Commission (and if need 
be, by courts).

Can the new Constitution include 
the right to privacy explicitly in its 
enhanced framework of fundamental 
rights? This is worth advocating.
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Data protection is 
commonly defined 
as laws designed 
to protect citizens’ 
personal information 
which is collected, 

processed and stored by 
“automated” means or intended to 
be part of a filing system. 

In modern societies, data 
protection laws are needed to 
restrain and shape the activities 
of governments and corporations 
who collect citizens’ private 
information either through 
statutory activities or during online 
commercial transactions. 

Individual privacy is not the only 
societal value under pressure 
in the current data-saturated 
infrastructure. The effects of 
data practices without ethics 
can be many — including unjust 
treatment, discrimination and 
unequal opportunities.

Modern data protection laws and 
regulatory systems try to balance 
the private and public interests. 
According to UNCTAD's Cyberlaw 
Tracker, as of April 2016, only 108 
countries had data protection laws 
and 35 had draft laws. Around 60 
developing countries have no data 
protection laws at all.78

Sri Lanka lacks substantive laws 
for the protection of individual 
privacy and data. As a result, data 
collected for a stated purpose can 
be – and often is – used for other 
purposes without informed consent 
of the individuals concerned.

"Sri Lankan consumers are in great 
danger of third parties acquiring 
their personal data without their 
consent," says Jayantha Fernando, 
Programme Director and Legal 
Advisor of ICTA. He suggests 
that the government should bring 
in new laws with an institutional 
framework to protect consumer 
data that is increasingly digital.79

Most exposed is the population 
that regularly uses the Internet, but 
all citizens are affected in different 
ways – for example, by various 
government agencies storing 
citizen data in digital formats, and 
companies retaining mobile phone 
numbers or tracking consumer 
behaviour in their systems. 

7.5 
Data protection 

78.  http://unctad.org/en/
pages/newsdetails.
aspx?OriginalVersionID=1237 

79. http://www.ceylontoday.lk/
print20170101CT20170331.
php?id=17413 
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Both governments and 
corporations can use such data 
beyond the immediate and stated 
purpose for which citizens provided 
it. Data protection laws and 
regulations are meant to minimize 
or eliminate such misuse. 

Individuals often have no choice 
but to provide their data, especially 
when required by the state – in 
annual revisions of electoral 
registers, or for censuses and other 
official data gathering processes. 
During the war years, citizen data 
was gathered by law enforcement 
agencies at various levels, even 
without any legal framework, in the 
name of national security.

How safe and secure is such data 
stored within the state machinery? 
Who has access to this data, 
and under what conditions? 
Rights activists have raised 
these questions without receiving 
satisfactory answers.

The case of National Digital 
Identity and Transaction 
Framework, summarized in Box 
10, is a matter for concern as it is 
being implemented from October 
2017 without Sri Lanka having 
adequate laws for either privacy 
protection or data protection. 
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Sri Lana’s Budget speech 
for 2017, presented in 

Parliament on 11 November 
2016 contained this proposal: 
“388. The National Digital 
Identity (NDI) that is being 
implemented by Information 
and Communication 
Technology Agency (ICTA) 
will facilitate all persons, 
businesses and government to 
transact securely in the digital 
world. The NDI will be used by 
all government institutions as 
a key Unique Identifier (UI) for 
individuals and businesses.”

In August 2017, regulations 
were presented in Parliament 
for creating a digital database 
of all Lankan citizens which 
will include their personal 
and family information as well 
as their biometric data. This 
is the first step to creating 
a ‘National Digital Identity 
and Transaction Framework’ 
which, when operational, will 
enable government to track 

every financial transaction of 
a citizen. 

The Department for 
Registration of Persons (DRP) 
has already embarked on an 
electronic National Identity 
Card (e-NIC) replacing the 
current paper-based NIC 
that has been in place since 
1971. DRP plans to collect 
fingerprints at 331 district 
and divisional level units and 
scanned and entered into a 
national register.

But is the government capable 
of ensuring the data security of 
this massive database? Even 
if external hacking is prevented 
through adequate security 
measures, can it still be misused 
for citizen surveillance and/
or be leaked to companies for 
targeted marketing activities?

Human rights activists caution 
that, when implemented, it 
can send the country speedily 

Box 10

e-NIC and National Database of 
Citizens: Major concerns
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towards a surveillance state as 
the data may be accessed by 
defence officials and others in 
government without having to 
obtain a court order. 

Sri Lanka’s citizen database 
is modelled on India’s unique 
identification number project 
(known as Aadhaar), which 
has been heavily criticized by 
privacy activists for its grossly 
inadequate data protection 
safeguards. Considered to be 
the world’s largest national 
identification effort, Aadhaar 
was set up to collect biometric 
and demographic data of all 
residents, tracking their access 
to benefits, bank accounts and 
payment of taxes, etc.

In September 2017, a citizen 
of Sri Lanka filed a petition in 
Supreme Court challenging 
the creation of an electronic 
database allowing the 
Commissioner General for 
the Registration of Persons 

“virtually unrestricted access to 
any information concerning any 
citizen recorded with any public 
authority”. The petitioner claimed 
that citizens will be subjected 
to two major risks through this 
scheme, i.e. unauthorized access 
through hacking; and abuse by 
interested parties for personal or 
political gains. These risks are 
multiplied as the data collected 
and stored would be widely 
available to state functionaries, 
including low-level police officers, 
the petitioner said. The case is to 
be heard in January 2018.

Sources: 
http://www.drp.gov.lk/Templates/
eNIC.english.Department-for-
Registration-of-Persons.html 

http://www.economynext.com/
Sri_Lanka_speeding_to_E_NIC_
surveillance_state_as_Indians_
fight_back-3-8588-10.html 

http://www.sundaytimes.
lk/171001/news/enic-info-
petition-to-sc-on-invasion-of-
privacy-262109.html 
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Any system that generates 
and collects data on 
individuals without 
attempting to limit the 
dataset to well-defined 
target individuals is a 

form of mass surveillance. Such 
mass surveillance is an invasion of 
privacy and is prohibited or strictly 
regulated in many countries. 

But the practice prevails, often 
in secrecy – as revealed in the 
2013 whistle-blowing by Edward 
Snowden on the extensive 
mass surveillance activity by 
US government agencies. 
Safeguarding citizens against 
unwarranted mass surveillance has 
since become a global issue.

Commercial surveillance is when 
telecom or other technology 
service companies track their 
customers’ digital activities, 
store it and analyse the data for 
profiling individual preferences and 
behaviour patterns. This violates 
privacy and breaches confidentiality 
expected of service providers.

Sri Lanka’s state electronic 
surveillance processes are 
shrouded in secrecy and there 
is very little public information 
about them. Prior to change of 
government in January 2015, 

many journalists and civil society 
activists believed that their phone 
and Internet communications 
were routinely monitored. These 
concerns were backed by the 
government’s purchase of 
high cost telecommunications 
equipment from Chinese telecoms 
firms Huawei and ZTE.80

While the Telecommunications 
Act No 27 of 1996 prohibits 
state surveillance of personal 
communications without judicial 
sanction, a telecommunications 
officer can intercept 
communications under the 
direction of a minister, a court or in 
connection with the investigation 
of a criminal offence. There is no 
legal requirement for officials to 
inform citizens who are targets of 
such surveillance.81

In January 2015, the new Cabinet 
spokesman assured that private 
citizens’ telephone conversations 

7.6 
Mass electronic 
surveillance 

80. http://groundviews.org/2012/02/16/are-
chinese-telecoms-acting-as-the-ears-
for-the-sri-lankan-government/ 

81. http://www.trc.gov.lk/component/k2/
itemlist/user/67-2014-10-04-03-07-05.
html?start=18 
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will no longer be tapped by the state 
intelligence services.82 However, it 
is reported that military surveillance 
in the north and east has continued 
even after 2015, especially where 
journalists and civil society activists 
are concerned.83

One safeguard against 
surveillance is encryption, i.e. the 
process of converting information 
or data into a code before 
transmission, which makes it 
more complicated to intercept and 
decode. It is the most effective 
way to achieve data security and 
online privacy. Greater digital 
literacy would encourage more 
users to turn to encrypted services 
for various online functions. 

However, without strong legal 
guarantees for privacy protection, 
law enforcement agencies could 
still force technology service 
providers to allow access to private 
communications that are encrypted. 

82. http://www.reuters.com/
article/2015/01/11/us-sri-lanka-rights-
media-idUSKBN0KK0G020150111

83. https://freedomhouse.org/report/
freedom-net/2016/sri-lanka 



92 Digital Transformation in Sri Lanka: Opportunities and Challenges in Pursuit of Liberal Policies

As social media use 
spreads and deepens, 
boundaries of free speech 
are being redefined. Both 
democracy activists and 
assorted extremists are 

now using social media platforms 
for their own advocacy and 
propaganda purposes. 

The spread of social media does 
raise a number of concerns that 
need appropriate responses from 
society. These include the erosion 
of privacy, breach of data security, 
hate speech leading to incitement 
to violence, cyber bullying, and 
violation of copyrights.  

Regulating social media content 
on globally used platforms is 
fraught with technical problems. 
As Toby Mendel, a Canadian 
lawyer specializing in media 
rights and  international human 
rights, explained in a recent 
interview: “Entities that are 
registered and operated within 
a country can be regulated by 
the laws of that country. But not 
those outside its jurisdiction. 
For example, Sri Lanka cannot 
regulate Facebook. It can block 
Facebook (wholesale), as China 
has done. That extreme measure 
is always available, but it cannot 
regulate content on Facebook.”84

This does not mean, however, that 
global social media platforms are 
operating above the law. As Mendel 
explains, they are accountable to 
the laws in countries where they are 
legally established. Many widely 
used platforms are registered in the 
US, and are governed by US laws 
and regulations.

Each social media platform 
also has its own user terms, 
with administrations monitoring 
round the clock for excesses or 
abuses. For example, Facebook 
closes down more than 1 million 
accounts a day as it struggles to 
keep spam, fraud and hate speech 
off its platform, its chief security 
officer was recently reported as 
saying. Still, the sheer number 
of interactions among its 2 billion 
global users means it can't catch 
all "threat actors," and it sometimes 
removes text posts and videos 
that it later finds didn't break any 
Facebook rules.85

7.7 
Regulating 
social media?

84. Challenges of Regulating Social 
Media - Toby Mendel in conversation 
with Nalaka Gunawardene. YouTube 
interview, 7 July 2017. https://www.
youtube.com/watch?v=6EgpLPVhPS0 

85. https://www.cnbc.com/2017/08/24/
facebook-removes-1-million-accounts-
every-day-security-chief-says.html 
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Until November 2017, Sri Lanka 
has not blocked any social media 
platform, even for a short period of 
time, because of any concerns of 
content posted. However, senior 
political leaders – of the former and 
current governments -- have been 
publicly critical of social media. 
Some of these comments arise from 
the conflating of news websites with 
social media platforms, but even 
when adjusted for clarity, such calls 
are cause for concern.

In late July 2017, addressing 
a legal conference in 
Colombo, Prime Minister Ranil 
Wickremesinghe asked whether 
it was possible to regulate social 
media such as Facebook. “Modern 
technology society has changed 
the issues which the legal sector in 
particular is facing. For example…
if you regulate Facebook and 
the Internet, is it a violation of 
fundamental rights?” he was 
quoted in the media as asking.86

But moral panic is never a 
good basis for policy making or 
legislation. When governments 
seek to regulate what individuals 
say on social media platforms, 
basic freedoms can often be 
trampled. In countries that lack 
the rule of law, well intended 
regulations can be used against 

political opponents or to suppress 
dissent. 

India went down this treacherous 
path for a few years. In a landmark 
ruling in March 2015, the Supreme 
Court of India struck down a 
“draconian” law that allowed police 
to arrest people for comments on 
social media networks and other 
websites. The court ruled that 
Section 66A of the Information 
Technology Act was unconstitutional 
in its entirety, and the definition of 
offences under the provision was 
“open-ended and undefined”.87

Therefore, any attempt at social 
media regulation needs the widest 
possible public discussion. Such 
debates need to be based on 
empirical data and social science 
research, and not driven by rhetoric 
or anecdotal evidence. 

As this report was being finalized 
in November 2017, the TRC 
published vaguely worded 

86. http://www.dailymirror.lk/article/
Is-it-okay-to-regulate-social-media-
PM-133327.html 

87. http://www.livemint.com/Politics/
hDIjjunGikWywOgSRiM7NP/SC-has-
set-a-high-threshold-for-tolerance-
Lawrence-Liang.html 
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newspaper notices reminding 
citizens that “Making personal, 
defamatory or hate statements 
using a telecommunications 
system or using social media 
(Facebook, Twitter) or by using 
SMS or by making calls should 
not be done”. The notices added: 
“It is your responsibility to use 
the freedom of speech only for 
wholesome communication”. 

What this means for social media 
based citizen expressions remains 
to be seen.
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Today, the Internet consists 
of many private, public, 
academic, business and 
government networks. By 
end 2016, an estimated 
3.5 billion people -- almost 

half of humankind – were using 
it on a regular basis. Connecting 
the other half remains a challenge, 
but meanwhile, the Internet has 
already become the ultimate global 
platform. It allows myriads of 
individuals and groups to express 
themselves as well as to share, 
co-create and disseminate 
content. More business, 
diplomacy and governance 
activities are also moving 
online, while entirely web-based 
enterprises are expanding.

Internet governance (IG) is a 
complex field that tries to evolve an 
inclusive governance structure for 
this realm. IG encompasses a variety 
of aspects including technology, 
socio-economics, development, law 
and politics concerning cyber space 
and online activities.

By design, the Internet has no 
central command. While its digital 
infrastructure and technical 
functions are based on universal 
standards, no government, 
corporation or UN agency is 
in control of the whole thing. 

7.8
Internet 

governance

88. http://rigf.asia/about.html 

Countries may block large sections 
of the web (such as China blocking 
Facebook and Google), but such 
domestic arrangement does not 
deny blocked content to those 
outside that country.

From the early days, decisions 
about Internet related matters 
have involved governments, tech 
companies, civil society groups 
and the academic community. This 
is known as the multistakeholder 
approach, which is used by 
the United Nations Internet 
Governance Forum (UN-IGF) that 
is held annually since 2006. 

The Asia Pacific Regional Internet 
Governance Forum (APrIGF) is 
using the same model, and meant 
to be “a platform for discussion, 
exchange and collaboration at 
a regional level, and also where 
possible to aggregate national IGF 
discussions, ultimately advance the 
Internet governance development 
in the Asia Pacific region.”88
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Lankan civil society groups and 
the technical community have 
been active in UN-IGF and APrIGF 
for several years, but there has 
been very limited participation by 
government agencies. ICTA, as the 
government’s lead agency in this 
sector, has begun to engage more 
civil society and corporate sector 
entities but they have yet to fully 
adopt the multistakeholder model. 

While the telecom regulator has, in 
the past, sought public comments 
for proposed regulations and also 
held occasional town hall type 
meetings to consult the public, such 
consultative processes depend on 
the goodwill of top management 
and are not institutionalized.

There is also a fledgling national 
level Internet Governance Forum, 
started in 2016 by the Internet 
Society of Sri Lanka. The two 
events held so far, however, 
have lacked multistakeholder 
character and participation has 
been limited to a small number 
of technical professionals and 
government officials.
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As discussed in this paper, the 
digital transformation presents 
many opportunities for promoting 
the liberal policy agenda in market 
economy, governance and human 
rights – the three thematic focus 
areas of the Friedrich Naumann 
Foundation in Sri Lanka.  

In the short term, country level 
partners already active in these 
thematic areas may be encour-
aged and supported to incorporate 
elements of digital transformation 
into their programme activities. In 
the medium to long terms, FNF Sri 
Lanka should explore the prospect 
of adding digital transformation as 
a fourth thematic focus area.

To be effective, a subsect of topics 
and issues will need to be picked 
for supporting research, advocacy 
or other collaborative activities. 
Some new partners will also need 
to be identified.
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Based on the foregoing 
analysis, the following 
topics and issues are 
recommended for priority 
engagement under the 
three existing pillars:

8.1
Topics and issues 
for engagement

Focal	areas/	 Recommended	topics/issues
pillars	 (and	possible	interventions)

Governance  Promotion of Open Public Data as part of a larger shift  
  to transparency in government
  Action research on digitally enabled citizen   
  participation in governance (opportunities and   
  challenges in Sri Lanka)
  Action research on the use of social media in   
  elections (focusing on local government and   
  Provincial Council elections)
  Support dialogues on Internet governance in the  
  Lankan context
Market economy  Advocacy for using electronic documents and   
  signatures in international trade 
  Supporting public debate on national payment platform  
  as an urgent need for e-commerce development
  Advocacy for using blockchain technology for greater  
  transparency in property ownership and rights 
  Skills training for SMEs to use e-marketing and   
  e-commerce to grow their markets
  Enabling affordable access to online payment   
  systems for SMEs
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Focal	areas/	 Recommended	topics/issues
pillars	 (and	possible	interventions)

Human rights  Advocacy for recognizing the right to privacy as   
  a fundamental human right 
  Supporting public debate on the privacy implications of  
  the e-NIC and the National Database of Citizens 
  Advocacy for adopting comprehensive data protection  
  laws and regulations
  Supporting public debate on how best to respond to  
  negative impacts of social media without stifling   
  freedom of expression
  Action research on freedom of expression online and  
  what should be its reasonable and proportionate limits
  Promotion of digital literacy and greater public   
  awareness on digital security
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Any technology’s potential 
for misuse — and the 
prospect of unintended 
consequences — is not 
an argument against its 
adoption. Instead, the 

best response is to position tech-
nological solutions in the political 
economy of the problems they 
seek to solve.89

South Asia’s policy makers, tech-
nical experts and entrepreneurs 
often do not consider this ‘bigger 
picture’ when setting their priori-
ties and making investments. That 
explains why some technological 
‘quick fixes’ have failed to resolve 
deep rooted development prob-
lems, and sometimes made bad 
situations worse.

As shown in this paper, the digital 
transformation needs to be an-
chored in a sound human rights 
framework. This is because as 
digital tools and web services 
become more pervasive in our 
lives, they can either enhance or 
inhibit the free flow of information 
and freedom of expression. The 
very technologies that have the 
potential to liberate societies from 
centuries of orthodoxy can some-
times strengthen existing power 
structures. Hence the great value 
of context.

Similarly, navigating the web and 
digital tools involves a careful bal-
ancing of personal and societal in-
terests. What is needed is cautious 
engagement, not blind rejection. 

Living in denial of cyber hazards 
does not help anyone, and can 
make everyone vulnerable. On the 
other hand, overstating the dan-
gers and forcing random bans or 
blocks can push society back to 
the feudal ages -- when knowledge 
was monopolized by a few (mostly 
elites and clergy) and free expres-
sion was not possible.

We can shape the new cyber fron-
tier to be safer and more inclusive. 
But a safer web experience would 
lose its meaning if the heavy hand 
of government tries to make it a 
sanitized, lame or sycophantic en-
vironment. Sri Lanka has suffered 
for decades from having a nanny 
state, and in the twenty first cen-
tury it does not need to evolve into 
a cyber nanny state.

89. Reality checks on South Asia’s digital 
drive. By Nalaka Gunawardene. 
SciDev.Net 31 July 2015. 

 http://www.scidev.net/south-asia/icts/
analysis-blog/reality-checks-on-south-
asia-s-digital-drive.html
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Sir Arthur C Clarke (1917 – 2008), 
who was Sri Lanka’s most promi-
nent foreign resident for half a 
century, offered a simple and 
pragmatic piece of advice to any 
society concerned with impacts 
of rapid technological advances. 
“Exploit the inevitable,” he said – 

pointing out that individual coun-
tries cannot entirely isolate them-
selves from globalized trends, but 
they still can choose the emphasis 
and terms of engagement. 

This is where Sri Lanka must make 
the right choices.

Cartoon by Dharshana Karunathilake
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What challenges are posed by the spread 
of information and communications 
technologies (ICTs) in Sri Lanka? What 
new opportunities arise with the resulting 
digital transformation? How best can 
government, corporate sector, civil society 
and the academic community respond to 
these? Which government policies and 
public investments are needed to bridge the 
various digital divides? How can these be 
anchored in a framework of human rights? 

These questions are explored in this new 
paper, with particular attention given to three 
key areas: governance, market economy 
and human rights. It was commissioned 
by Friedrich Naumann Foundation (FNF) 
Sri Lanka, as an exploration of how digital 
transformation can be harnessed in the 
pursuit of liberal policies.

Author: Trained as a science writer, and 
widely experienced as a journalist across 
print, broadcast and web outlets, Nalaka 
Gunawardene is a leading commentator 
and analyst on social, cultural and political 
impacts of ICTs in South Asia. He tweets 
from @NalakaG

Keywords: cyber security, digital 
transformation, digitalization, e-commerce, 
e-government, governance, human rights, 
ICT, Internet, market economy, digital 
literacy, social media,  Sri Lanka 

Published by:
Friedrich Naumann Foundation (FNF) Sri Lanka
27, Gregory’s Road, Colombo 7

November 2017

DIGITAL
TRANSFORMATION

IN SRI LANKA:
OPPORTUNITIES

AND CHALLENGES
IN PURSUIT OF

LIBERAL POLICIES


	Blank Page
	Blank Page

